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HEPEIMOBA

OcsiTHpO-TIpO(EciitHa TporpamMa € HOPMATUBHUM JOKYMEHTOM, SIKUU
periamMeHTye HOpPMAaTHBHI, KOMIICTCHTHICHI, KBaji(ikaiiiiHi, opraHi3aliiiHi,
HABYaJIbHI Ta METOJUYHI BUMOTH y MIATOTOBII 3700yBaviB BUIIOi OCBITH MEPIIOTO
(baxanaBpcbkoro) piBHs 3 Tamysi 3HaHe F  «lHbOpMaiiiiHi TEXHOIOTII»,
crietianibHOCTI F5 «KiGepOesneka Ta 3axucT iHdopMariii».

OcgitHBO-TIpO(eciiiHa TporpamMa 3acHOBaHAa HAa KOMIIETECHTHICHOMY ITiIXOJi
MITOTOBKU OakajaBpa y rainysi 3HaHb F «IHopMmariiiai TeXHOJOT11», CIeliaIbHOCTI
F5 «Kibepbesmeka Ta 3axuct iHGoOpMaIii».

OcsitHBO-TIpOeciiiHa mporpama po3po0sieHa y BIAMOBIIHOCTI 0 CTaHAAPTY
BHUIIIOI OCBITH 3a cremiaibHicTIo 125 «KibepOe3neka Ta 3axuct iHopMarii» ramysi
sHaHb F «lH(bOpMaLiiHI TeXHOIOrD) 1T nepuIoro (0akanaBpchbKOro) PiBHS BHIIOIL
OCBITH, 3aTBEPJ)KCHOTrO Ta BBEJCHOIO B Jif0 Haka3oM MiHicTepcTBa OCBITH 1 HAYKH
YKpalHH Bim 04.10.2018 Nel1074 (y penaKun HaKasy MIHICTepCTBa OCBITH 1 HAYKH
Vkpainn Big 29.10.2024 Nel547), ta y BignoBigHocTi 3 IlopsaxkoM 31iiiCHEHHS
HAaBYAHHS HACCIICHHS MM Y HAI3BUYaiHUX CHTYAILlsX, 3aTBEPUKCHUM [IOCTAHOBOIO
Kab6inety MinictpiB Ykpainu Ne 444 Bix 26.06.2013 31 3MiHaMu, BHECEHUMH 3T1IHO 3
[ToctanoBoro Kabinery MinictpiB Ykpainu Ne 923 Big 01.09.2021 poGouoro rpymnoro
kadenpu kibepoesneku Ta nporpamuoro 3adesneuenns [IHTY y cknani:

1. CwmipunoB Oumnekciii AHarodifioBu4, A.T.H., mpod., 3aBimyBau kadeapu
Ki0epOe3MeKu Ta MporpaMHOro 3a0e3MeueHHS.

2. JpeeB Onexkcanap MukonailoBu4, K.T.H., JOLEHT, JOLEHT Kadeapu
Ki0epOe3MeKu Ta MporpaMHOro 3a0e3MeueHHS.

3. CMlpHOB Cepriii AmnaromiioBu4, K.T.H., JOLEHT, JAOLEHT Kadeapu
aBTOMAaTHU3aIlli BUPOOHUYHX MPOIIECIB.

4. YmiueB Onexcanap CepriiioBud, K.T.H., CT.BUKIJIagay kadenpu kibepOe3neku
Ta MPOTPaMHOro 3a0€3MeYCHHS.

5. Mumnaitnenko Poman MukonaiioBud, K.T.H., JOIEHT, JOICHT Kadeapu
Ki0epOe3MeKu Ta MporpaMHOro 3a0e3MeueHHS.

["apanT ocBiTHBO-TIpO(eciitHoi nporpamu — Ymue O.C., K.T.H., CT.BHKJaaa4y
kadenpu kibepOe3neku Ta MporpaMHOTo 3a0€3MeUeHHs.

[Topsinok po3poOKH, €KCHEePTU3U 1 3aTBEPIKEHHS NPOrPAMH  PETYJIIOETHCS
nyHkToM 8 ctarTi 36 3akoHy Ykpainu «lIpo Buily ocBiTY», CTaHAapTOM BHUUIOI
ocBiTH 3a crerianpHicTI0 125 «KibepOe3neka Ta 3axucT iHpopMaIii» rany3i 3HaHb
12 «ludopmauiitni TexHoOmOri» A mepuioro (OakamaBpchbKOro) — PIBHS  BHILOL
OCBITH, 3aTBEPKCHOTO Ta BBCIACHOIO B Jil0 HakazoM MIiHiCTepCTBA OCBITH i HAYKH
VYkpainu Big 04.10.2018 Nel074 (y pemakuii Haka3zy M1H10TepCTBa OCBITH 1 HAyKH
Ykpainu 13111 29.10.2024 Ne1547), a Takox [lojokeHHSM MPO OCBITHI IPOTpaMH Ta
HaBYaJIbHI IUIaHW B LleHTpanbHOYKpaiHCPKOMY HAI[lOHAJbHOMY TEXHIYHOMY
YHIBEPCUTETI.

IIporpama cxBaneHa HaykoBO-METONMYHOI paZor0 Ta 3aTBepkeHa BueHoro
panoro LleHTpanbHOyKpaiHCHKOTO HAIlIOHATBHOTO TEXHIYHOTO YHIBEPCUTETY.



1. Ilpodins ocBiTHLO-podeciiinoi nmporpamu «KibepOe3snexka Ta 3axmcr
iHpopmanii» 3i cneniaabHocTi F5 «Ki0epOe3neka Ta 3axuct ingopmamiin

1. 3aranbHa iHdopmanis

IloBHA Ha3Ba BHIIOIO

[{leHTpanbHOYKpAiHCHKHI ~ HAIllIOHAJBHUM  TEXHIYHHM

HABYAJIBHOTO  3aKJIAJy | YHIBEPCHUTET,
Ta CTPYKTYPHOI'0 | MEXaHIKO-TEXHOJIOTIYHUHN (aKyIIbTET,
niapo3ainy Kadeapa kibepOe3neKn Ta MPOrpaMHOTO 3a0e3MCUCHHS

PiBens BHIINOI ocBiTH

[Tepmmii (6akamaBpChKIiN)

CTtyniHb BHIIOI OCBITH

baxkanaBp

I'any3b 3HAHDb

F IndbopmartiitHi TEXHOJIOT11

CrneniajbHICTD F5 Kibep6esneka Ta 3axucT iHpopMalii

OcsiTHa kBagidikanis |bakanasp 3 kibepbe3neku Ta 3axucty iHbopmarlii

Kpauigikauis B | Ctyninp BHIOI OCcBITH — bakanasp

AUILIOMI CrnemianbHicts — F5 KiGepbe3neka ta 3axuct iHpopmaii
OcaitHbO-TIpo(eciiina mporpama «KibepOe3neka Ta
3axXUCT 1H(pOopMaIii»

Odiniiina Ha3Ba|OcBiTHbO-ipodeciiina mnporpama «KibepOesneka Ta

OCBITHBOI IPOrpamMu

3axXuCT 1HpOpMaIii»

Tun gumiomy ta o0csr
OCBITHBLOI IPOrpamMu

Juniom GakalaBpa.

O6csar kpenutiB €KTC, HeoOXxigHM s 3100yTTS
cTyreHs OakanaBpa 31 crneriainbHocTi F5 KibepOesneka ta
3axuCT 1H(pOpMaIlii, CTAaHOBUTH:

—Ha 0a3l MOBHOI 3arajibHOi CEepeaHbOl OCBITH —
240 xpenutiB EKTC;
—Ha 0a31 3100yTHX OCBITHIX CTYIIE€HIB MOJIOAIIOTO

OakanaBpa, (paxoBoro moJyioaIoro 6akaaaBpa (OCBITHBO-
KBasiQikaiHoro piBHs Monoamoro cremiaricra) [IHTY
BU3HAE Ta Tepe3apaxoBye He Ouabine HiK 60 Kpenutis
€KTC, orpumanux B Mexax TNOMEPEIHBOT OCBITHBOI
MpOorpamMu MiATOTOBKHU (HaxiBIIiB.

Tepmin HaBuanHsA 3 akajmemiudi pokm 10 MicsmiB s
JIEHHOT Ta 3a04HO1 (hOpMH 3700y TTsI BUIIOI OCBITU

®opma 3100yTTH BUILLOT
OCBITH:

JCHHA, 3a04YHa

HasiBHicTh akpeauraumii

HarionansHe areHTCcTBO 13 3a0€31eUeHHS IKOCTI BHIIO1
OCBITH

CepTudikat akpenuraliii ocBiTHbO1 mporpamu Ne 7434,
mvicau o 01.07.2028

Huxn/piBens

HamionaneHa paMka kBamidikamiid YKpainu — 6 piBeHb,
Pamka kBamigikarmiii €Bponeiicbkoro mpoCTOpYy BHUIIOI
ocBiti QF EHEA — 1-# miukan (1st cycle),




€Bponeiickka pamka KBamiikamiii S HAaBYAHHS
BrpooBxk xKuTTs EQF LLL — 6 piBens (level 6).

IMepenymoBu

Hns 3100yTTs cTymeHs OakamaBpa 31 CIELiadbHOCTI
F5 KibGepOesneka ta 3axucT iHopMaliii MOXKYTh BCTyHaTH
ocoOu, sK1 37100yJI1 MIOBHY 3arajibHy CEpeIHIO OCBITY.
[TpwitoM Ha OCHOBI 37400yTOTO CTYIEHS MOJIOIIIOTO
OakanaBpa, (axoBoro Mosoamoro OakaigaBpa abo
OCBITHBO-KBaJi(h1KAIIITHOTO piBHs MOJIOJIIOTO
creriagicta 3AIHCHIOETECS B TOPSAIKY, BHU3HAYCHOMY
3aKOHO/IaBCTBOM.

YMOBHM BCTYIly BH3HA4YalOTbCA YMOBaMHM IPUHOMY Ha
HaBYaHHS JUis 3000yTTs BUmoi ocBiTH Ta [lpaBmmamu
npuiioMy Ha HaBYaHHS JUIsl 3000yTTs BULIOI OCBITH A0
[{eHTpanbHOYKpPAIHCHKOTO  HALIOHAJIBHOTO TEXHIYHOIO
YHIBEPCUTETY.

MoBa BUKJIaJaHHA

YKpaiHCbKa

Tepmin Jaii  OCBITHBOIL
NnporpaMu

JIo HacCTYIHOTO OHOBJIEHHS IpOrpaMu, ajieé He Mi3HIIIe
CTPOKY Al cepTudikara mpo akpeauTaulko.

InTepHer-agpeca
NOCTIHHOIO

PO3MilLICHHS Onmucy
OCBITHBOI IPOrpamMu

https://kntu.kr.ua/education/perelik-spetsialnostei-ta-
osvitnikh-prohram



https://kntu.kr.ua/education/perelik-spetsialnostei-ta-osvitnikh-prohram
https://kntu.kr.ua/education/perelik-spetsialnostei-ta-osvitnikh-prohram

2. MeTa 0CBIiTHBOI IPOrpamMu

[TlinrotoBka (haxiBmiB 3 KiOepOe3mekn Ta 3axucty iH(opmarii, sgKi MarTh
IPYHTOBHUN XapJ- 1 codrckimoBuid moteHmian IT-cmemiamicTa, 30kpeMa y cdepi
mry4gHoro iHTenekty, QA ta QC mporpaMHoro 3abe3nedyeHHs, IHTEPHETY pedeid, Ta
3MATHICTh TpodeciiHo camopeani3yBaTuCs B Taimy3l 1H(OpMAaLIMHUX TEXHOJOTIMH,
BiAMOBIAHO 10 Micii [leHTpaabHOYKpPaiHCHKOTO  HAIIOHAJIBHOTO TEXHIYHOTO
YHIBEPCHUTETY.

3. XapakTepuCTHKA OCBITHHOI POrpamMu

IIpeameTna o6sacth | O0’€KTH BUBYCHHS

— TEXHOJIOT1i KibepOe3neku Ta 3axucTy iHpopmariii;

— IIPOIIECH  YMpaBIiHHA  KiOepOe3nmeKkow Ta  3axHUCTOM
1H(popMmaii;

—o00’ext  1H(MOpMAIIHOT MISUIBHOCTI, B TOMY YHCII
iHdopmaliiiHl Ta 1H(QOpMAIIHHO-KOMYHIKAIIMHI CHUCTEMH,
1H(pOopMaLiiiHI peCypcH 1 TEXHOJIOTTII.

i HABYAHHS: MiAroToBKa  (haxiBIliB, 3IaTHUX
BUKOPUCTOBYBATH 1 BIIPOBAKYBaTU TEXHOJIOT1i
KiOepOe3neku Ta 3axucTy 1HQopmaillii Ta po3B’s3yBaTU
CKJIaHI 3ajmayl y ramy3l KiOepOe3nmeku Ta 3aXHUCTy
1HdopMmarrii, 30Kpema YKpaiHChKO1 CUCTEMH
kpunrorpadiunoro 3axucty iHpopmamii «Hudp-X.509»,
opraHizailisi 3axoAiB [JIs TOMEPEeKEHHS, JIoKami3amii i
JIKBIJAIli HACHIAKIB HAA3BUYAMHUX CHUTYyallld, HaOyTTS
npuTamaHHuX npodecionany-npaktuky chepu IT i daxisiro
i3 3axucty pnanux (Data Protection Officer) xapn- Ta
COPTCKUIIB, Cepel SKUX TEXHOJOTIl ITYYHOTO IHTENIEKTY,
QA Ta QC, iutepnerty peueit (IoT).

TeopernyHuii 3MiCT IpeAMETHOI 00J1aCTi:

[TpyuHIMIHN, KOHIEMIIi, Teopil 3aXUCTy >KUTTEBO BAXKIMBUX
IHTEpeCiB  JIIOJIMHU, CYCIUIbCTBA, JIepKaBW Il  4ac
BUKOPUCTaHHS KIOEpHpOCTOpy, 3a SKOro 3a0e3MedyroThCs
CTaMMii  PO3BUTOK  1H(POPMAIIMHOTO  CYyCHUJIBCTBA  Ta
u(pPOBOTO  KOMYHIKAaTUBHOTO  CEPEIOBHUINA, CBOEYACHE
BUSBJICHHS, 3amoOiraHHd 1 HeWTpamizaiis peanbHux 1
MOTEHIIIMHMUX 3arpo3 HaIlOHAIBbHIN Oe3memni YKpaiHu y
KibeprpocTopi.

MeToau, METOAMKH TAa TEXHOJIOTII:

METOJIM, METOJIMKH, T TEXHOJIOT1I PO3B’A3aHHS TCOPETUIHUX
1 TIpaKTUYHUX 3a7a4 KibepOe3neku Ta 3axucty iH(opmarrii,
METOJIM IMTYYHOTO 1HTEICKTY.

IncTpymenTH Ta 0012 IHAHHA

3aco0u, MPUCTPOi, MEPEKEBE yCTAaTKyBaHHS, MPUKIATHE Ta
Crieliayii3oBaHe TMporpaMHe 3a0e3nedeHHs, 1HGopMaIliiiHi
CUCTEMH Ta KOMIUIGKCH TIPOEKTYBaHHS, MOJICITIOBAHHS,
KOHTPOJIIO, MOHITOPHHTY, 30epiranus, 00po0OKH,
B1JIOOpaXKeHHs Ta 3aXKUCTY JaHuX (1HPOpMaIIHUX TTOTOKIB).




OpienTanis
OCBITHBOI IPOrpaMu

OcaiTHbO-TIpOdeciifHa TMPUKIAJAHA OpIEHTAIlls, CIpsSMOBaHa
Ha PO3BUTOK KIIt0UOBUX Soft skills, HeoOXiqHUX N7Is1 yCIMINTHOT
peamizamii IT-mpoekTiB, a TakoX MATOTOBKY (haxiBIliB,
3MaTHUX  pO3B’sA3yBaTH  MPHUKJIAQAHI  3a4adi  CydacHOI
kiOepOe3neku Ta 3axucTy iHpopMallii 13 BHKOPUCTAHHIM
TEXHOJIOT1H IITYYHOTO 1HTEJIeKTY, iHTepHeTy peuei (IoT).

DoKyc nporpammu

[Iporpama copsiMoBaHa Ha 3A00yTTsS KBamiikamii s
BUKOHAHHS TIpodeciiHoi aisibHOCTI ¥ cdepi [T, po3s’sa3aHHs
3ama4 3a0e3nevyeHHs KibepOesneku Ta 3axucty iHpopmaiii,
PO3BUTOK coTCK1IIB OCBIYEHOT'O IpOMaJISTHUHA
eBponeHCLKm YKpauHH HAOyTTA Hpoq)ecumux HaBu4ok IT-
cmerjagicra 13 3aXUCTy [JaHUX, YMIHb 3aCTOCOBYBAaTH
TEXHOJIOT1l ¥ MpOrpaMHO-TEXHIYHI 3acO0M NPOEKTYBaHHS,
peanizallii, BOPOBA/KEHHS W CYMPOBOKEHHSI MPOTpaMHUX
3ac00IB  PI3HOTO NPU3HAYCHHS, KOMIUIEKCHUX CHCTEM
3aXUCTYy 1Hcp0pMau11 Ki0epOe3neKku, KOMIT IOTEPHUX CUCTEM 1
MEPEK, IHTEpHETY peueit, BE0-TEXHOJIOTIH, 13
BUKOPUCTAHHSM 1HCTPYMEHTIB IITY4YHOT'O 1HTEJIEKTY, & TAKOXK
3a0e3neueHHs Oe3MeKN JKUTTENISIIIBbHOCTI.

3100yBaul BHINOI OCBITH 3a I[I€0 OCBITHBHO- HpO(i)CClI/IHOIO
IporpaMord  MawTh  MOXJIMBICTE  HAaOyTHM  3HaHb 1
npodeciiiHuX HaBUYOK 3 IHIIUX Tally3ed HayKHh, CaMOCTIHHO
dbopMyroUH 1HIUBIAYAIbHY OCBITHIO TPAEKTOPIIO HABUAHHS.
Knrwouosi  cnosa: «ibepOesneka, KOMITIOTEPHI CHCTEMH,
koMitotepHi  mepexi, [T, mnporpamyBanHs, mporpamHe
3abe3neueHHs, 1HGOPMAaIIMHO-KOMYHIKAIIHI ~ TE€XHOJIOTI,
iH(popmamiiiHa Oe3mneka, 3axucT 1HGopmarlii, MTYyYHUN
inTenekt, QA ta QC, inTepHer peueit (10T).

Oco0auBocTi
nporpaMu

3100yBaul BHINOiI OCBITH 3a I[I€I0 OCBITHBO-TIPOGECIMHOIO
IPOrpaMoro MTOCHIICHO Ha0yBarOTh IpUTaMaHHUX
npodecionansam chepu IT  codrckimiB 1 HaBUYOK
MDKOCOOHMCTICHOI B3a€MOJIii, BiJIaJIeHOI poOOTH B KOMaHII
IT-mpoekTy Ta KPUTUYHOIO OILIHIOBAHHS PE3YJbTATIB
npodeciiHol JiSTBHOCTI, a TaKOXX BMIHHS CTBOPIOBATH
1HPaCTPYKTYypu  BIAKPUTHX  KIIOYIB,  3a0e3medyBaru
NOCIyraMu €JEKTPOHHOTO MIANUCY, BMIHHS 3a0e3rneuyBaTH
KOHTPOJIb  SIKOCTI MPOTpaMHUX 3aco0iB, BHBYEHHS Ta
NPAaKTHYHE 3aCTOCYBAHHS METOJIB 1 aJITOPUTMIB IUTYYHOTO
IHTEJIEKTY ISl PO3B’si3aHHSA CKJIATHUX 3anad. KpiMm 1poro,
MiJTOTOBKA Mepeidayae OBOJIOIIHHS MTPAKTUKaMH OpraHi3allii
0e3MevHol JIsTIbHOCTI, 30KpeMa MOMNepeKeHHS, JIoKami3aiil
1 JMiKBifaIii HACTIAKIB HAI3BUYAMHUX CUTYAIllil MPUPOTHOTO
1 TEXHOT€HHOT'O XapakTepy.

s mporpama 1 OCBITHIN MpPOILIEC 33 HEIO MICTITh BCECBITHBO
BU3HAHUN yCHIIIHUK ocBiA ['apBapAChKOTrO yHIBEPCUTETY 3
BUKJIAJIAaHHS KOMIT IOTEPHUX TEXHOJOTIH Ta MporpaMyBaHHS,
a TAaKOXX BUKOPHUCTaHHS pO3po00K ykpaiHchbkux IT-kommaniit
B 00J1acT1 3axuCTy iH(OpMaIlii i 6aHKIBCHKUX TEXHOJIOT1H.




4. IlpuaaTHICTh BUILYCKHHUKIB 10 NPaleBJAITYBAHHSA Ta N0JAJIbIIOT0

HABYAHHS
IpunaTHicTh mo | Ha nocajau y CTPYKTYPHHUX i pO3aiIax
MpamneBJIAIITYBAHHS | YCTAaHOB/MIIAIPUEMCTB/Oprasi3amif, 4kl  nepeadavaroTh

HAasBHICTH BHUIOI OCBITH 31 criemianbHOCcTi F5 KiGepOesneka
Ta 3aXKUCT 1HhOpMaIIii.

Axkanemiudi mpaBa | MaioTb 1npaBo Ha 3100yTTS OCBITM Ha JApyromy

BHMITYyCKHHUKIB

(MaricrepcbkoMy) piBHI BHIIOi OCBITH. 3100yTTS 200
BJOCKOHAJICHHSI OCBITM Ta MPOQECiiiHOi MiATOTOBKUA B
CUCTEMI OCBITH JOPOCIIHUX.

5. BukiaganHdg Ta ONiHIOBAHHSA

Bukaagannsa
HaBYaAHHSA

Ta | B OCBITHROMY MpoOIleCi BTUTIOETHCS: CTYACHTOIICHTPOBAHHI

MiJX1JI, HEPO3PUBHICTb MPOIECIB HaBYAHHSI 1 HAYKOBHX
JOCIIJKEHB; 3a0€3MeUYeHHs] TapaHTOBAHOI SKOCTI OCBITH
BIJIIOBITHO [0 CTaHJApTIB OCBITH; BpPaxyBaHHS CBITOBOTO
JOCBIAY, MOTPEO PUHKY Mpalll, 3aTy4eHHs JI0 IIbOTO MPOLeCy
pobGoTonaBiiB,  (¢axiBIIB-NMPAKTUKIB,  BUIIYCKHUKIB 1
3100yBayiB BUIIOI OCBITH; 3a0€3MeueHHs 300yBayaM BUIIOT
OCBITH CHPHUSTIMBUX YMOB JUIsl CAMOCTIMHOTO HaBYaHHS Ta
PO3BUTKY; I1HTErpallisi OCBITHBOI Ta HAYKOBOI ISUIbHOCTI;
3a0€3Ne4YeHHs]  3BOPOTHUX 3B’SI3KIB MIDXK  YYaCHHKaMU
OCBITHBHOTO TIPOIIECY.

BuknaganHs TpoBOJMTRCS Y BUTJISIL JIEKIIiH, 1a00paTOpHUX
1 TIPaKTUYHHUX 3aHATh, KOHCYJBTAIiH, MPAKTUK, BUKOHAHHS
KypcOoBUX poOOIT Ta KypCOBUX TMPOEKTIB, MIJATOTOBKHU
kBamikamiitHoi  pobotu  OakamaBpa,  JUCTaHIIMHOTO
HaBuaHHs B cuctemi MOODLE.

OuiHoBaHHA

Buou kxonmponio: mOoTOUHMM, MACYMKOBHI, CAMOKOHTPOJIb.

Dopmu  kKoHmponalo. yCHE Ta THCbMOBE OIUTYBaHHS,
TECTOBHI KOHTPOJIb, 3aXHCT pe3yJabTaTiB JIabOpaTOPHUX,
NPaKTUYHUX Ta  IHAUBIIYyAIbHUX  pOOIT, TMIIACYMKOBA
aTecTallis — 3aXUCT KBami(ikaiiiHoi 6akamaBpCchbKoi poOOTH,
€uHui nep>kaBHUM KBaJi(pikaIiHUN ICTIUT.

6. IlporpamHi KOMIIETEHTHOCTI

Inrerpanbua
KOMIIETEHTHICTH

3MaTHICT, PO3B’sA3yBaTH CKJIQJHI CIeiandi3oBaHl 3amgadi 1
OpaKkTUYHI 3aBJaHHS Yy rany3l KidepOe3nmeku Ta 3axXHCTy
iH(DOopMmarrii.

3arajapHi
KOMIIETEHTHOCTI

3K'1. 3parHicTh 3acTOCOBYBaTH 3HaHHA Yy MNPAKTUYHHUX
CUTYyaIIisiX.

3K 2. 3HaHHsS Ta pPO3yMiHHS MPEAMETHOI 00JacTi 1 PO3yMIHHS
podeCiitHOT MisUTBHOCTI.

3K 3. 3gaTHICTh CHIKYBAaTUCA ACPKABHOIO MOBOIO SIK YCHO, Tak
1 TUCBMOBO.

3K 4. 31aTHICTh CIJIKYBATUCS 1HO3EMHOIO MOBOIO.

3K 5. 3naTHICTh BUMTHUCS 1 OBOJIOIBATH CYYaCHIUMH 3HAHHSIMH.




3K 6. 3nmaTHicTh peali3yBaTH CBOi MpaBa 1 O0OB’SI3KU SIK YJIEHA
CyCIUIbCTBA,  YCBIIOMJIIOBAaTH  IIIHHOCTI  TPOMAJITHCHKOTO
(BIIBHOTO JIEMOKPATHYHOTO) CYCHIJILCTBA Ta HEOOX1IHICTh HOTO
CTaJIOr0 PO3BUTKY, BEPXOBEHCTBA IpaBa, MpaB 1 CBOOO JIOAUHU
1 TpoMajiTHUHA B YKpaiHi.

3K 7. 3naTHICTh yXBaJlIOBaTH PIIICHHS W AISTH, JOTPUMYIOUUCH
IPUHIIAITY HEMPUITYCTUMOCTI KOpPYyHIlli Ta OyIb-SKUX 1HIIUX
IPOSIBIB HEAOOPOUYECHOCTI.

3K 8. 3partnicte 30epiraTé Ta NOPUMHOXKYBATH MOpPAJbHI,
KyJbTYpHi, HAYKOBl1 I[HHOCTI 1 JOCATHEHHS CYyCHUIbCTBA Ha
OCHOBI PO3YMIHHA ICTOpii Ta 3aKOHOMIPHOCTEH pO3BUTKY
npenaMeTHoi obsacTi, 1 MICI y 3arajibHii cHCTeMl 3HAaHb IPO
MPUPOAY 1 CYCHIIBCTBO Ta Y PO3BUTKY CYCHUIbCTBA, TEXHIKHU 1
TEXHOJIOT1i, BUKOPUCTOBYBAaTU Pi3HI BHIU Ta (HOPMH PyXOBOI
AKTUBHOCTI JUIsl aKTUBHOTO BIJMIOYMHKY Ta BEJACHHS 3J0POBOTO
CIIOCOOY KHUTTS.

3K 9. 3nanns 3aKOHO00ABYUX, HOPMAMUBHO-NPABOBUX,
[HOICEHEPHO-MEXHIYHUX ~ Ma  CAHIMAPHO-2I2ZLEHIYHUX  OCHO8
3abe3neuenus be3neuroi OisbHoCmi

3K 10. 30ammuicms 3acmocosysamu mexHON02ii UMYYHO20
IHmeNeKmy 8 NPAKMUYHUX CUMYayisx.

ChneniajabHi
(¢paxoBsi,
NpeAMeTHI)
KOMIIETEHTHOCTI

CK 1. 3gaTHICTh 3aCTOCOBYBaTH 3aKOHOJABYy Ta HOPMATHBHO-
npaBoBy 0a3zy, a TakOX JEp>KaBHI 1 MIKHApOAHI BHUMOTH,
IPAKTUKH 1 CTAaHAAPTH Y TPOPeCciitHIi AISTBHOCTI.

CK 2. 3paTHiCTh BUKOPUCTOBYBATH 1H(OpPMAaLIiHI TEXHOJOTII,
CydacHI METOJY 1 Mojelli KiOepOe3NneKkh Ta CUCTEMU 3aXUCTy
1H(dOopMmarrii.

CK 3. 3naTHicTh 3a0€3ne4yBaTi HEMEPEPBHICTH O13HEC-TIPOIIECIB
3TiTHO BCTAHOBJICHOI TIOJNITUKU KiOEpOE3NeKu Ta 3axXHCTy

1H(dOopMarrii.
CK 4. 3parthicte 3a0e3neuyBaTd 3axucT iHMopmalii B
1H(DOpMaIIHHUX Ta 1H(MOpMaIIHO-TEIEKOMYHIKAI THIX

CHUCTEMax 3TiJHO BCTAHOBJIEHOI TOJITUKH KiOepOe3meku Ta
3axucTy iHpopmariii.

CK 5. 3/1aTHICTD BIJIHOBJIIOBATH (GyHKIIOHYBaHHS
iH(hopMaiiHUX Ta 1H(QOPMAIHHO-TEIEKOMYHIKAI[IHHUX CUCTEM
micis peanizalii 3arpos3 , 3AilicHeHHs Kibepartak, 3001B 1 BiJIMOB
PI3HMX KJIACIB Ta MOXOHKEHHS.

CK 6. 31aTHICTH BIPOBAKYBATH Ta  3a0e3nedyBaTH
(GYHKITIOHYBaHHS KOMIUIEKCHUX CHCTEM 3axHCTy iH(opMalii
(KOMIUIEKCM ~ HOPMAaTHUBHO-TIPABOBMX,  OpraHizaliifHUX  Ta
TEXHIYHUX 3aC001B 1 METOAIB, MPOIIEAYP, MPAKTUIHUX MTPUHOMIB
TOIILIO).

CK 7. 3naTHicTb 3a1iiCHIOBaTH NPOQECiiiHy AisUIbHICTh HA OCHOBI
BIIPOBA/KEHOI CHUCTEMM yMPaBIiHHA 1HPOpMAIiiHOIO Ta
K10ep0Oe3nexoro.




CK 8. 3parHicTh 3acTOCOBYBaTHM  METOIM Ta  3aco0u
kpuntorpadiuHoro  3axucty  iHQopmamii Ha  00’eKkTax
1H(popMaIiitHOT AISTEHOCTI.

CK 9. 3paTHicTh 3aCTOCOBYBAaTH METOJM Ta 3aCOOM TEXHIYHOTO
3axuCTy iHpopMaIllii Ha 00’ ekTax 1HPpOopMaIIHHOT JISITHHOCTI.

CK 10. 3paTHicTb BHMKOHYBATH MOHITOPUHI 1H(QOpMaLIHHUX
NpOIIECIB, aHalli3yBaTHU, BHSABIATH, OIIIHIOBAaTH  MOJKJIUBI
BpPa3JIMBOCTI Ta 3arpo3d 1HMOpMaliiHOMY MpOCTOpY W
iH(pOpMaLlIHHUM pecypcaM 3TiTHO 3 BCTAHOBJICHOIO IMOJITHUKOIO
iH(pOopMaIliiiHOT 6e3neKH.

CK 11. 30amuicme iniyiroeamu, niawysamu ma peanizosysamul
npoyecu 3a0e3nedenHs SAKOCMi NPoSPaAMHUX 3ac00i6 HA PIZHUX
PIBHAX mecmy8anHs NpO2PAMHO20 3a0e3NeYeHH L.

CK 12. 30amuicmv cmeopiosamu cucmemu Kibepoesneku ma
3axucmy iHgopmayii 3 GUKOPUCINAHHAM MEXHONO02I WUMYYHO20
IHmeNeKmy.

CK 13. 30amuicmos po3pobramu npucmpoi inmepHemy peuyell
0715 3a0e3neyenns 3a0ay Kibepbesneku ma 3axucmy inghopmauyii.
CK 14. 30amuicme @uxkopucmosysamu cy4achi memoou i MO8u
NpOCPAMYBAHHA  ONs  PO3POOJIeHHS  ANeOPUMMIYHO20 — ma
NPOCPAMHO20 3abe3nedeHHs cucmem Kibepoe3neku ma 3axucmy

iHhopmayii.

7. HopMaTuBHUI 3MicT MiATOTOBKH 3100yBa4iB BUIIIOI OCBIiTH, chopMy/IbOBAHMI
Yy TepMiHaX pe3yJIbTATIB HABYAHHS

PH 1. BinbHO chiikyBaTtucsl Jep>KaBHOIO MOBOIO YCHO Ta MUCHMOBO NPH BHKOHAHHI
npodeciitHux 000B’s3KIB.

PH 2. CuninkyBaTucsi 1HO3€MHOIO MOBOIO 3 METOK 3a0e3NeueHHS e(PEeKTUBHOCTI
npodeciiiHol KOMYHIKaLii.

PH 3. 3acrocoByBatv NPUHUMUIT HEOPHUITYCTUMOCTI KOPYMUIi Ta OyAb-KMX IHIIUX
POSIBIB HEJOOPOUECHOCTI Y TpOoQeCiHIN AISTHHOCTI.

PH 4. OpranizoByBaTu BiacHy npodeciiiHy MisuIbHICTh, OOUPATH 1 BUKOPUCTOBYBATH
ONTUMAaJIbHI METOAM Ta CIIOCOOM PO3B’s3aHHs CKJIAIHMUX CIeIliadi3oBaHuX 3aaad 1
MPaKTUYHUX MPoOIIeM y mpodeciiiHii MIsTEHOCTI, OLIIHIOBATH iXHIO eq)eKTI/IBHiCTL

PH 5. AHaJ'IISyBaTI/I apryMEHTYBATH, pPUIMaTH PIIICHHS TIPU PO3B’SI3aHHI CKJIQHHUX
CHeIiali30oBaHuX 3aaad i NPAKTHYHAX 3aBIAHb Yy Hpoq)ecmmn TSTBHOCTI,  SIKi
XapaKTepPU3yIThCSI KOMIUIEKCHICTIO Ta HETIOBHOIO BH3HAYCHICTIO YMOB, BIJIOBIIaTH
3a MPUUAHATI PIICHHS.

PH 6. ApantyBatucst 10 HOBUX YMOB 1 TEXHOJOTiIH mMpodeciifHOi TisSIBHOCTI,
MIPOTHO3YBATH KIHIICBUN PE3yJIbTaT.

PH 7.3actocoByBatu i1 agantyBatu Teopii iH(popmarllii Ta KoayBaHHS, MaTeMaTHYHOI
CTaTUCTHUKHU, unces, Kpunrorpadii Ta cteranorpadii, o0pobieHHs 1 Iepenadl CUrHaIiB
TOILIO, MPUHIUIINA, METOJH, MOHATTS KiOepOe3neku Ta 3axXucTy 1HpopMallii y HaBYaHHI
Ta npodeciiHif TisITBHOCTI.

PH 8. 3actocoByBaTu 3HaHHsS W pO3yMiHHS MaTeMaTHuKu Ta (Pizuku B mpodeciiHiit
JUSJIBHOCTI, (opMai3yBaTh 3ajiaul MpeIMETHOI Tamy3l KioepOe3leKku Ta 3axucTy
iHopmMmarii, ¢popmysroBaTH iX MaTEMaTUYHY MOCTAHOBKY Ta OOMpATH pallloHaTbHUM
METO/] BUPIIICHHS.




PHO9. 3natu Ta 3acTocoByBaTH 3aKOHOJABCTBO YKpaiHM Ta MIKHApOAHI BUMOTH,
NPAKTUKK 1 CTaHIAPTH 3 METOI0 3IiiCHeHHS NpodeciiHOl AiSUNIBHOCTI B Tailys3i
KkibepOe3neku Ta 3axucTy iHdopMaliii.

PH 10. BukopucroByBatn cydacHi iHGOpMaIlifHI TEXHOJIOTii, METOau 1 Mojei
kibepOe3nekn Ta CcuCTeM 3axucry iHdopmaili i 3aiicHeHHs mpodeciitHol
JISIBHOCTI.

PH 11. IlnanyBaTy miAroToBKy Ta 3a0e3nedyBaTH HEMEPEpBHICTh O13HEC-TPOIECIB B
OpraHi3allisix 3riJIHO 31 BCTAHOBJICHOIO MOJITUKOIO KiOepOe3NeKH 3 ypaxyBaHHS BUMOT
710 3aXHCTy 1H(DOpMAILi.

PH 12. 3actocoByBaTti MeTOMM Ta 3aco0M 3axucTy iHGopmarii B iHGOpMaIlIHHUX Ta
iH(OpMAIIHHO-TEIEKOMYHIKAIIIMHUX ~ CUCTEMax  BIAMOBITHO JO  BCTAHOBJICHOI
MOJIITUKY 1H(OpMaLIIHHOT Oe3MeKH.

PH 13. BmnpoBamxyBaTH, HalalITOBYBAaTH, CYNPOBOJKYBaTHU Ta MIATPUMYBATU
(YHKIIOHYBaHHS MPOTPAMHUX 1 MPOrpamMHO-aapaTHUX KOMIUIEKCIB 1 CHCTEM
ki0epOe3rekn Ta 3axXucTy 1HpopMallli Sk HeOoOX1IH1 MPOoLeaypH sl (PYyHKIIOHYBaHHS
iH(MOopMaIIHHUX 17§ 1H(hOopMaIliiTHO-TeIeKOMYHIKAI THUX CUCTEM Ta/abo
1H(paCTPYKTYpH OpraHizaiiii B I[iJIOMY.

PH 14. BupimyBatu 3agadi ympaBiiHHS [pOIIECAMH BiJHOBJICHHSI IIITaTHOTO
dbyHKIIOHYBaHHS 1HGOpMAIITHUX Ta 1HGOPMAIIITHO-TETEKOMYHIKAIIIMHUX CUCTEM 3
BUKOPHUCTAHHSAM MpPOLEAYP PE3€pBYBaHHS 3rIAHO BCTAHOBJICHOI MOJITUKU O€3MEKu 1
3a0e3neuyBatu (DYHKI[IOHYBAHHS CIICIIAIbHOTO MPOrpaMHOro 3a0e3MedyeHHs 1070
3aXMCTY Ta BIAHOBJICHHS 1H(POpMAIIii.

PH 15. 30upatu, oOpobnsT, 30epiraTv, aHajdi3yBaTh KPUTHUYHI JaHl Uid JOKazy
peanizalii kibep3arpos, MPOBOJUTH aHaJI3 Ta JOCTIHKEHHS KIOEpIHUUICHTY 3 METOIO
ONEpPaTUBHOIO BIHOBJIEHHS (DYHKI[IOHYBaHHS 1H(OPMAIITHOT CHCTEMH.

PH 16. BupimyBatu 3a1adi BOPOBAHKEHHS Ta CYOPOBOJAY KOMIUIEKCHHX CHUCTEM
3axucTy 1HpopMaIllii B iHhopMaIlIfHUX CUCTEMAaX.

PH 17. 3ab6esneuyBatu (HyHKIIOHYBAaHHS CHCTEMH YIIPaBIiHHSA KiOepOe3meKoro 1
3axucToM 1H(hopMaIlii oprasizaiii, BKIIOYal0YH MEPCOHAN Ta YNPaBIIHHS HACIIIKaMU
peamizamii 3arpo3 iHdopMariiiHiA Oe3meri B KPU30BUX CHUTyaIllIX, Ha OCHOBI
3MIMCHEHHS MPONEAYP KUTBKICHOT 1 SIKICHOT OIIIHKY PU3HUKIB.

PH 18. AmnanizyBatu, 3aCTOCOBYBaTH METOJM Ta 3aCO0U KPUNTOTPadiuHOTO 3aXUCTY
iH(popmartii Ha 00’exTax 1HGOPMAIIIITHOT TISITHEHOCTI.

PH 19. BupimryBaTu 3aiadi 1moj0 oprasizaiiii Ta KOHTPOJIIO CTaHy KPUNITOTpadidHOTO
3axXHCTy 1HpOpMaIlii, 30KpeMa BiAMOBIAHO 10 BUMOT HOPMAaTUBHUX TOKYMEHTIB.

PH 20. Busnauatu 3arpo3u CTBOPEHHsI TEXHIYHUX KaHaJlIB BUTOKY iHdoOpMallii Ha
00’exTax 1HQOPMaLIMHOI MISUIBHOCTI; BIPOBAIKYBAaTH 3acO0M 1 3aXOAM TEXHIYHOTO
3axucTy iH(popMallii Bil BATOKY TEXHIYHUMH KaHaJaMu, IPOBOAUTH OOCITYTrOBYBaHHS 1
KOHTPOJIb CTaHy anapaTHUX 3ac00iB 3aXUCTy 1H(GOpMAIi Ta KOMIUIEKCIB TEXHIYHOTO
3axucty iHpopmarii.

PH 21. BukoHyBaTh BHpPOBa/KEHHS, MIATPUMKY, aHami3 e()EKTUBHOCTI CHCTEM
BUSIBJICHHSI HECAHKI[IOHOBAaHOTO JIOCTYIy, niii 3 iHdopmaiiero B iHboOpMariitHii
CHUCTEMi, Bpa3IUBOCTECH, MOXIUBUX 3arpo3 1H(pOpMaUiiHOMY MpocTopy U
iHpopMalliiHUM  pecypcaM Ta BHUKOPHUCTOBYBAaTHM KOMIUIEKCH  3aXHUCTy  JUIS
3a0e3neyeHHs] HEOOX1MHOTO pIiBHSA 3axuiieHocTi i1Hdopmanii B iH(OpMaLIHHUX
CHUCTEMaXx.




PH 22. Bukxopucmosysamu po3nooliieni cucmemu Kepy8awHs eepciamu atinie ma
CRibHOI pobomu nio yac peanizayii npoexkmis y xoiexmugi (komanoi IT-npoexkmy).
PH 23. loenmudpikysamu, awnanizysamu ma O00CHioNcyeamu Hebe3neuHi YUHHUKU
NPUPOOHBO2O MA MEXHO2EHHO20 cepedosuly. Bmimu o6rpynmosano eubupamu
npucmpoi, cucmemu i mMemoou 6i0N0GIOHO 00 MaUubOYMHb020 Npoino pobomu 3
NoONnepeosCeH sl BUHUKHEHHs HAO368UYAIHUX cumyayitl, J1oKanizayii ma nikeioayii ixHix
HACTIOKI.

PH 24. Tecmysamu npocpamue 3abe3neuenHs HaA pi3HUX Ccmaodiax peanizayiil
NPOCPAMHUX CUCTEM.

PH 25. 3acmocosysamu npocpamui 3acobu wmy4Ho20 iHmeneKkmy Ons GUPIULEHHS]
npobnem y npogeciliniti, ocobucmicHhi, noOYymMosil, CcoyianvHil, 2pOMAOCHKIl,
0C8IMHIU Ma iH. OISLILHOCTI.

PH 26. Cmeoprosamu ma euxopucmogysamu MoOeli WmMy4HO20 iHmenekmy OJis
supiulenHs 3a0ay Kibepbesnexu ma 3axucmy iHgopmayii 3 6UKOPUCMAHHAM 0A308UX
aneopummie,  NPOSPAMHUX — IHCMPYMEHmie ma 3  YPAXYy8aHHAM  OOMediCeHb
00UUCTIIOBATILHUX PeCYPCi8.

PH 27. Ilpoekmysamu ma peanizo8y8amu NOBHUU YUK PO3POOKU NPUCMPOIB
inmepnemy peueti(loT) Ona 3abe3neuenns 3adau Kibepbe3neku ma 3aXuUcCmy
iHghopmayii, exmouaroyu udip anapamHux KOMHOHEHMIE, HANUCAHHA NPOSPAMHO20
3abe3neuenms, CMEOPeHHs BIACHUX NPOMOKOI8 nepeoayi OaHuX ma HAIauimy8aHHs
3aXUWeHUX Mepercesux 3'€OHaHb.

PH28. Po3pobonramu aneopummiyne ma npocpamHe 3a0e3neyeHHs  CUcmem
Kibepbe3nexu ma 3axucmy iHgopmayii.

8. PecypcHe 3a0e3neueHHs peaJi3anii nporpamu

Kanpose Jlexuii mMpoBOASATHCS HAYKOBO-TIEAArOTIYHUMHM MpaIliBHUKAMHU 32
3a0e3ne4eHHs OCHOBHMM MiClIeM pPOOOTH 3 HAyKOBUMH CTYNEHSIMHU Ta/a0do
BUCHHUMH 3BaHHSMH, a TaKOX TMPOBIIHUMH HAayKOBISIMH a0o0
creliajiicTaMUu-IpakTUKAMH, 3aMPOUICHUMH I TPOBEICHH
3aHATh 1 TM03aayJAUTOPHUX OCBITHIX 3axojiB. Ha xadenpi
ki0epOe3nekn Ta MNpOorpaMHOro 3a0e3NneueHHs CPOPMOBAHO
rpyny 3a0e3MeyeHHs 3 HayKOBO-TIEAAroriuHuX MpalliBHUKIB, sIKa
Oepe ydacTh y 3a0e3IeueHHI SKOCTI BHIIOI OCBITH 3a OCBITHBO-
npodeciitHoro  mporpamoro  «KibepOesnmeka Ta  3axuCT
iHpopmanii». J[o mpoBeAeHHsS 3aHATh, KEPIBHULITBA OCBITHBHOIO
TISTBHICTIO 3700yBaviB BHINOI OCBITH 3aJIy4alOThCS HAYKOBO-
NeJaroriydi MpariBHUKH, PIiBEHb HAyKOBOI Ta mpodeciitHoi
AKTUBHOCTI SIKUX 3aCBIIUY€ThCS BUKOHAHHAM JIilIeH31MHUX YMOB
NpPOBAKEHHS ~ OCBITHBOT  JISUTBHOCTI  3aKJaJiB  OCBITH,
3arBepkeHux [locranoBoro KMV Bin 30 rpymaus 2015 Nel187(B
penakiii Bix 24 6epe3ns 2021 Ne 365).

HaykoBo-niefaroriui mpaiiBHUKH, SKI BHUKOHYIOTh BCl BUIU
HAaBYAJILHOTO  HABAaHTaXEHHS  3a  OCBITHBO-TIPOQECIHHOIO
IpOrpaMoro, MaroTh HAyKOBI1 IMyOJTiKallil BIAMOBIAHO A0 MPOodiito
JTUCLUUIUIIH, SIKI BOHU BHKJIAJal0Th, Ta IMIJBUIIYIOTh CBOIO
KBaJIi(biKaui}O BIJIMOBIIHO J0 BHUMOT CT.59 3akoHy YKpa'iHH
«IIpo OCBlTy» cT.60 3akony Ykpainu «IIpo Bumry OCBlTy» Ta
Iopsinky M1BUIICHHS KBam(pucauu NEeAaroriyHuX 1 HayKOBO-
NeJaroriyHuX  MpaliBHUKIB, 3aTBEPIKEHOMY IOCTaHOBOIO
Ka6inery MinictpiB Ykpainu Ne800 Bix 21 ceprnst 2019.




MarepiajbHo-
TEeXHIYHE
3a0e3MeYeHHS

MartepianbHO-T€XHIUHE 3a0€3MEUYEHHsI OCBITHBOI AISUIBHOCTI 3a
OCBITHBO-TIPO(ECIHHOIO MPOTPaAMOIO BKITIOYAE:

— 3a0€3Me4YeHiCTh TPUMILICHHSAMU JJISi IPOBEACHHS HAaBYAIBHUX
3aHATh Ta KOHTPOJIBHUX 3aXO0/IiB,
—3a0€3Me4eHICTh  MYJIbTHUMEIINHUM
BUKOPUCTAHHS B HABUAIBHUX ayJIUTOPISX,
— BUKOPHCTAHHS y HaBYaJbHOMY IMPOIECI CHEIialli30BaHUX
KOMIT FOTEPHUX na6opaT0p11/1 kadenpu Ki6ep6e3neKH Ta
MPOrPAMHOTO 3a0€3MeUCHH 1 IHIMX ayauTopid 1 maboparopiii
YHIBEpCUTETY 31  CHeliali30BaHMM  yCTaTKyBaHHSIM  Ta
0o0JIaTHAHHSIM.

HasBHa Bcsi HeoOximHa COIMiaNbHO-TTOOYTOBA 1H(PPACTPYKTYpA,
KUIBKICTh MICLIb Y TYPTOXKHUTKAX 3a0e3neuytorh 100% notpedu.

o0JIaTHAHHSIM T

Indopmaniiine
HABYAJIbHO-
METOJIUYHE
3a0e3nmevyeHHs

Ta

[ndopmariitHe 3a0e3MedYeHHsT OCBITHBOI JISJIBHOCTI 32 OCBITHBO-
podeciitHO0 MPOrpaMor0 BKITIOYAE:

1. HasiBHICTB oQ1LIHHOTO BeO-calTy HHTY
http://www.kntu.kr.ua , ©Ha sSKOMy pO3MiIlleHA OCHOBHA
1H(dOopMaIis mpo WOro JisUIbHICTh (JMimeH31i Ta cepTUudIiKaTH Mpo
aKpeauTaIlilo, TMpaBWia MPUIOMY), HaBYaJIbHI Ta HAYKOBI
CTPYKTYPHI IIIPO31IHM Ta X CKJIaJl, HOPMATUBHI JOKYMEHTH, 110
pEryiaMeHTYIOTh OCBITHIA TIPOIlEC B YHIBEPCUTETI, 1H(OpMmaIlris
PO OCBITHIN IMPOIIEC Ta HOTO OpraHi3alliio.

2. HagBhicTp O10710T€eKM 3 TpbOMa YUTAJIBHUMHU 3ajamMu 13
3aragbHUM (hoHAO0M 01r3bko 500 THC. MPUMIPHHUKIB.

3. MOXIUBICTh KOPHUCTYBAaTHUCS TMOIIYKOM Y EnektpoHHOMY
KaTano3i 010J1I0TEKH Y JIOKAJIbHIM MEpPEexki YHIBEPCUTETY.

4. BinbHMI OOCTYN A0 1HCTUTYLIHHOTO peno31/ITapi}o HHTY
CUNTUR http://dspace.kntu.kr.ua/, y SIKOMY MICTSTBCS HAYKOBI
npaul Ta HaBYAJIbHO-METOIUYHI MaTepla.nH BUKJIaJaviB 1
acripaHTIB yHIBEPCUTETY, MMOBHOTEKCTOBI ITyOJTiKaIlii HAyKOBUX
301pHUKIB BUIABHUIITBA YHIBEPCUTETY, MaTepialid CTYACHTCbKUX
KOH(DepeHI1iii Ta Te3U JOTOBIICH.

5. Hoctynm no cuctemu auctaHuiiHoro HaBuyanHs MOODLE
http://moodle.kntu.kr.ua/, sxa MicTUTH HaBYaJIbHO-METOIUYHI
MaTepiaiM 3 YCIX HaBYAJIbHUX JUCHUILIIH.

9. AkaaeMiuHa MOOLIBHICTEL

HanionannHa
KpeauTHA
MOOUJIBLHICTH

Ha ocHoBi nBocroponHix moroopiB Mk I[HTY Tta 3akmamamu
BHUIIIOT OCBITH YKpaiHHU.

Mi:xkHapoaHa
KpeAuTHA
MOOLJIBHICTH

Ha ocnoBi ngBocroponHix goroBopiB mix IHHTY Ta pummmu
HaBYAJILHUMU 3aKJIa/IaMy 3apyO1KHUX KpaiH-TIapTHEPIB.

HaBuanus
iHO3eMHUX

3100yBaviB  BHUIIOL

OCBITH

Mosgor Buknaganssa B LIHTY € nepxaBHa moBa.

Hapuanus iHO3eMHMX 37100yBayiB BUINOI OCBITH MPOBOAUTHCS HA
3arajJbHUX YMOBAX, 32 KOHTPAKTHOIO (hOPMOIO HAaBYAHHS.

B yuiBepcuteTi (YyHKIIOHy€ MIATOTOBYE BIAAUICHHS, €
1HO3E€MHI TPOMAJISTHA BUBYAIOTh YKPATHCHKY MOBY.



http://www.kntu.kr.ua/
http://dspace.kntu.kr.ua/
http://moodle.kntu.kr.ua/

2. IlepeJiik KOMIIOHEHT OCBITHBO-NIPO(eCiiiHOI MPOrpaMu Ta iX JIOriYHA

MOCJITOBHICTH

2.1. IlepeJsiik KOMIIOHEHT OCBITHBO-TIPO(eciiinoi nporpamm «Kidoepoe3neka ta

3axucT ingopmaniny

Kon KomnonenTu  ocBiTHROI  mporpamu | Kinbki dopma
KOMITOHE | (HaBYaJIbHI1 JTACLIUILTIHH, KYpCOBI | CTb M1ICYMKOBOTO
HTH OIl | mpoekTn/po00TH, TMPAKTUKH, JIep>KaBHA | KpEAH KOHTPOJIIO

aTecTarfis) TiB
1 2 3 4
1. OCBITHI KOMIIOHEHTH 3ATAJIBHOI MIAIOTOBKN
OK3 01 VYkpaincbka MoBa (32  mpodeciiHuM 3 | sanic
CIPSIMYBAHHSIM)
OK3 02 | A"Tukopynuisg Ta JOOPOUYECHICTh 2 | 3aimik
OK3 03 | Ino3emHa MoBa 5 3aJllK, €K3aMeH
OK3 04 | Icropis Ta kynbTypa YKpainu 6 | 3amik
OK3 05 | Bumra matreMaTuka 10 | 3amik, ek3aMeH
OK3 06 | ®i3uka 9 | 3amk, eK3aMeH
OK3 07 | ®dinocodis 3 | ek3aMcH
OK3 08 | besneka >KUTTEMISIIBHOCTI 2 | 3amik
OK3 09 | OcHOoBM OXOpOHU TIpalll 4 | ek3aMeH
OK3 10 | OcHOBM 340pOBOr0 COCOOY KUTTS 3 3aJIK
2. OCBITHI KOMIIOHEHTHU CIHEIIAJIBHOI (PAXOBOI) NIJITOTOBKH
OKC 01 | Soft skills B IT 3 3aJTiK
OKC 02 | OcHOBHM KOMI'TOTEPHUX TEXHOJIOT1i 3 €K3aMeH
OKC 03 ba3oBi  meromonorii  Ta  TEXHOJOTIT 5 sautik, 3aiK
IpOrpaMyBaHHS
OKC 04 | Komn'toTepHi Mmepexi 7 €K3aMEH
OKC 05 | ba3u manux 4 eK3aMeH
OKC 06 | Becryn mo kibepbesreku 7 €K3aMEH, €K3aMCH
OKC 07 | AnropuTmu Ta CTPYKTypHU JaHUX 7 3aJIK, €K3aMeH
3alliK,
OKC 08 | KpocmnaTdopmeHi MOBH POrpaMyBaHHS 7 saxuer KP
OKC 09 | OcHOBH TeXHIYHOTO 3aXHUCTy iH(OopMmartii 3) 3aUTIK
OKC 10 | Tndopmariiiina 6e3neka epaBu 4 eK3aMeH
OKC 11 AZMiHICTD YBAHHA iHpOpMALHHO- 6 €K3aMEH, EK3aMEH
TEJICKOMYHIKAIIHHIX CHCTEM
. 3aJ1iK, €K3aMEH,
OKC 12 | Inrepner peueit (IoT) 7 saxuer KII
OKC 13 | Kpunrorpadiynuii 3axuct iHbopMmarlii / €K3aMeH, 3K
OKC 14 | Kpunroanani3 5 3aJiK
OKC 15 | OmeparniitHi cucremMu 5 eK3aMeH
OKC 16 | KommuiekcH1 cucTeMu 3axXucTy 1iHhopMallii 6 €K3aMEeH




Oprauizamiiine 3a0e3ledyeHdHsT 3axXUCT
OKC 17 |. P M 5 eK3aMeH
1H(popMarii
OKC 18 | KibepOesneka 6a3 naHux €K3aMEeH
3axuct 1"Hpopmamii B 1HGOpMALIHO- .
OKC 19 .(b pw 1l (bopman 3aJIK
TEJICKOMYHIKAIIHHUX CUCTEMaX
TexuoJorii nppoBoi JIOT1KH Ta
OKC 20 mwhp 3 eK3aMCH
MOJEIIIOBAHHS
OKC 21 | TexHOJIOTII IITYYHOTO 1HTEICKTY 3 3aJiK
OKC 22 | QA ta QC nporpamHoro 3abe3nedeHHs 6 CK3aMCeH
OKC 23 |[Ipo€KTHO-TEXHOJIOT1YHA MTPAKTHUKA 3 | 3amik
OKC 24 |[lepepaumioMHa IpakTUKA 6 | 3amk
[linroToBKa Ta 3axucT KBaiidikamiitHol 3axuct
OKC 25 9 | xBamidikamiitHOl
poboTu
poboTH
OKC 26 €nuHuil  aep)kaBHUM — KBawmigiKaIiiHUMA 0 KkBaJipikamitHum
1CIIUT 1CIIUT
3arajabHuii 00cAr 000B’A3KOBUX KOMIIOHEHT 180

3. BUBIPKOBI OCBITHI KOMIIOHEHTH

BubipkoBi  OCBITHI  KOMIIOHEHTH  3a 3aUTIKU
BOK 1 |BuGopom 3100yBadiB BHUIIOI OCBITH B 2 8

ceMecTpl

BubipkoBi  OCBITHI  KOMIIOHGHTH  3a 3aUTIKH

BUOOpOM 3100yBadiB BHIOI OCBITH (3

00OB’SI3KOBUM BKJIFOUEHHSIM KOMIIOHEHTHU
BOK 2 |Teopemuuna niocomoeéxka B3BIT*** (3| 10

kpeauta €KTC) 1o iHAMBITYyIBHOTO TIJIAHY

3100yBayiB BHIIOi OCBITH YOJIOBIUOi CTaTi

(>k1HOYOI cTaTi - JOOPOBLIBHO)

BubipkoBi  OCBITHI  KOMIIOHEHTH  3a 3aUTIKU
BOK 3 |Bubopom 3m00yBauiB Bumioi ocBith B 4| 12

ceMecTpi

BubipkoBi  OCBITHI  KOMIIOHGHTH  3a 3UTKH
BOK 4 |BubGopom 3m00yBauiB Buoi ocBitd B 5| 11

cemMecTpi

BubipkoBi  OCBITHI =~ KOMIOHEHTH  3a 3aIIIKU
BOK 5 |Bubopom 3100yBauiB BuIOI OCBITH B 6| 4

cemMecTpi

BubipkoBi  OCBITHI =~ KOMIOHEHTH  3a 3aJIIKU
BOK 6 |BubGopom 3m00yBauiB BHIIOi OCBITH B [ 9

ceMecTpi

BubipkoBi  OCBITHI =~ KOMIOHEHTH  3a 3aJIIKU
BOK 7 |Bubopom 3m00yBauiB BuIOi OCBITH B 8| 6

cemecTpi
3arajabHuii 00cT BUOIPKOBUX KOMIIOHEHT 60
3arajabHuil 00CAT OCBITHHOI IPOrpaMu 240




2.2 CTpyKTYpHO-JIOTiYHa cXxeMa 0CBiTHbO-npogeciiinoi nporpamu «KidepOe3neka Ta 3axuct iHpopmaunii»

1 cemecmp | 2 cemecmp 3 cemecmp | 4 cemecmp | 5 cemecmp | 6 cemecmp | 7 cemecmp | 8 cemecmp
| | | o —
OK3 01 | OK3 04 OK3 07 | OKC 05 I OKC 09 I OK3 08 I OKC 15 I OK3 09
VYkpaiHcbka MOBa ' > IcTopis Ta dinocodist I P basu nanux | Sa(;:d%? f}f&‘,‘;”;‘;’;ﬁ : besneka | Onepauiiiai |- | OCHOBH OXOPOHH |-
3a pod. crpsim. ' KyJIbTypa YKpaiHu T ' Y P ; JKUTTENISUTBHOCTI /71% CUCTEMH //}/v mpaii
p p. ! YJIBTYD: p I | pe ! p
| | | | L o— | |
| | | L | |
OK3 02 : OKC 04 : OKC 08 : OKC 11 | OKC 16 : OKC 18
AnTukopymnmis Ta | ! Komm'torepHi Kpocnnardopmeni L p AnmMiHicTpyBaHHsI iHpOpMaLiiftHO- || | Kommuiexcni cucremn = Ki6epOesmeka 6a3
JI0OPOYECHICTH | Mepexi | 774MOBH IIPOrpaMyBaHHs{ | TEJIEKOMYHIKAIIMHUX CHCTEM | 3axucTy indopmauii 7 AHUX
p | P y | | pit
! ! .~ . — |
OK3 03 OKC 06 q OKC 12 - s OKg 19 :
. - AXHCT 1 opMaliil
IHO3eMHA MOBa Berym no kibepbesnexu Turepuer peuei (IoT) - f:q;) pl;[vl auliapglle uii » Z :
: TENeKOMYHIKaIliHHUX :
CUCTEMAX
[i / A T/ ~ ' | |
OKC 13 i OKC 17 i
Bumia maremaruka AJNTOPUTMH Ta CTPYKTYPH JaHUX Kpumrorpadiummii 3axuct indopmarii ~—,| Opranisaiiine | | |
| ! 3a0e3neueHHs :
[i 7 L7 ~ T, ! < : 3aXMCTY iHhOopMarii :
OK3 06 OKC 21 ><Z/ I OKC22 N OKC 10 I I
dizuxa TeXHO.J'[OFi'l' mry4qHoro| 4 e QA 1a QC || : Iadopmarmiiina | : :
IHTEJIeKTY : [IPOrPaMHOIO : Gesrexa AepikaBH : :
3a0e3MeueHHs | | |
EE— : : :
0OK3 10 : OKC 14 | |
OCHOBH 3I0POBOTO CMOCOOY KHUTTS Kpunroanamiz | ! !
| | |
' : : :
OKC 01 i : : :
Soft skills B IT / ! OKC 23 : |
| IIpoexmno- | |
: mexnonoziuna : :
: HpAKMuKa : : A 4
OKC 02 ! Y . ! OKC 24
KOM?[%S:“HHX é‘ ! : | Iepeoouniomna |-
TeXHOJTOII)‘iﬁ | // | I : : npakmuka
I I I I
I I I I v
OKC 03 | | | | OKC 26
Ba30Bi METOI0MIOTIT Ta TEXHOMOTIi : : : ENKI
HporpamMmyBaHHs : : :
. I I I
i | | | v
OKC 20 ! | i i OKC 25
Texunonorii uudposoi : : : : ITiozomoexa ma 3axucm »
JIOT1KH Ta | | | | Keanigixauiiinoi
MOZCIIOBAHHS : : : : pobomu




3. ®opmu aTecTauii 3100yBa4iB BHILOI OCBITH

®opmu aTecramii
3100yBaviB BUIIIOT
OCBITH

ATrecrariis 31HCHIOETECS Y (OpMI €TUHOTO JEP>KaBHOTO
KBaMi(piKalifHOTO  ICOMTY Ta  MyOJIYHOTO  3aXHUCTY
BUITYCKHOI KBamiQikaiiiHoi 0akamaBpchbkoi poOOTH.

Bumoru no
€UHOTO
JAepPKaBHOTO
KBaJi(ikaniiiHoro
icnuTy

€nuHuii nep)kaBHUN KBadiiKaIiWHUN ICIAT Tepeadadae
OIIIHIOBAHHS JOCSITHEHb PE3YJIbTATiB HABYAHHS, BUZHAUCHUX
CranmapToM BUIIOI OCBITM Tepmioro (6akaaaBpChKOIo)
piBHsA 31 cnemianbHocTi 125 KibepOesneka Ta 3axuct
1H(popMmarii.

Bumorwu g0
KkBaJi(ikaniiinoi
podoTu

Bunyckna KBamdikaiiitna OakanmaBpchka  poOoTa
nependayae  poO3B’SA30K  CHEIIali30BAaHOTO  3aBJIaHHS
TEOPETUYHOTO a00 MPAKTUYHOTO CIHPSMYBaHHS B Taiysi
ki0epOe3reku Ta 3aXucTy iHdopmarii.

VY BumyckHiil kBamiikamiiHiii OakamaBpChKid poOOTI He
MOBUHHO OyTH akaJeMIyHOTO Iariaty, ¢anbcudikaiii Ta

dbabpukariii.
Bunyckna  kBamigikamiiiHa ~— OakanaBpchbka — poOoTa
PO3MIIIY€EThCS y IHCTUTYLIITHOMY peno3urapii

[{eHTpalbHOYKPATHCLKOTO ~ HAIIOHAJIBLHOTO  TEXHIYHOTO
yHiBepcuTeTy http://dspace.kntu.kr.ua/.



http://dspace.kntu.kr.ua/

4. BuMoru 10 HasiBHOCTI CHCTEMH BHYTPIIIHbOIro 3a0e3leYeHHs] SAKOCTi
BHIIOI OCBIiTH

3a0e3neueHHsT SKOCTI MIATOTOBKH 3700yBauiB BHILOI OCBITH MEPIIOTO
(6akanaBpCHKOTO) piBHs ocBiTHROI mporpamu «KibepOesmeka» mnepenbdayae
3MIMCHEHHS TaKUX MPOIEAYP 1 3aXO0/IiB:

— 3J1MCHEHHS] MOHITOPUHTY Ta NEPIOAMYHOTO MEPETIISY OCBITHIX IpOTpaM;

— IIOpIYHE OIIHIOBaHHS 3700yBaviB BHUILOI OCBITH, HAYKOBO-IIEIAarOTT4HUX
npatiBHukiB [ITHTY Ta perynspHe onpuiatoJHeHHs pe3yJbTaTiB TAKUX OI[IHIOBAaHb Ha
odimiitHomy BeO-caiTi LIHTY;

— 3a0e3reueHHs] MMABUINEHHS KBajiikamii TmeJaroriyHux, HAYKOBUX 1
HAyKOBO-TI€/IarOT1YHMX IPalliBHUKIB;

— 3a0e3MeueHHs HasIBHOCTI HEOOXIJHUX PECypCiB I OpraHizallii OCBITHBOTO
MPOLIECY, Y TOMY YHUCI1 CAaMOCTIMHOI pOOOTH CTYJIEHTIB, 38 OCBITHBOIO MPOTPaAMOIO;

— 3a0e3MeueHHs HasSBHOCTI 1H(OpMAIIiHUX CHCTEM I €()EeKTUBHOIO
YIPABJIIHHS OCBITHIM IIPOLIECOM;

— 3a0e3neuyeHHd NyOIYHOCTI 1H(GOpMAaLil MPO OCBITHI MpPOTrpaMu, CTYIEHI
BUIIIOI OCBITH Ta KBamidikarlii;

— 3a0e3neueHHs  e€(PEeKTUBHOI CHUCTEMHU  3amoOiraHHs Ta  BUSIBJICHHS
aKaJIeMIYHOTO IIariary y HaykoBux mpaiisax npamiBHukiB [HHTY 1 3m00yBauiB Bumioi
OCBITH.

B yHiBepcureri (GyHKIIOHYE cHUCTeMa 3a0€3MEYeHHS SKOCTI OCBITHBOI
TISUTBHOCTI Ta SIKOCTI BHIIOI OCBITH (CHCTEMa BHYTPILIHHOTO 3a0€3MEUYCHHS SKOCTI)
BiAmoBiAHO 70 ITo0KeHHS Mpo cucTeMy 3a0e3nedeHHs SKOCT1 OCBITHBOI JISUIBHOCTI
Ta SKOCT1 BHUIIOI OCBITH y LleHTpanbHOYKpaiHCHbKOMY HAaIlIOHAJLHOMY TEXHIYHOMY
YHIBEpPCUTETI.



5. Bumoru npodeciifHuxX cTanaapTiB y pa3i iXx HAaABHOCTI

IToBHa Ha3Ba Ta
PeKBi3UTH
BiimoBigHOTO
IIpodeciitnoro
CTAHIAPTY

1. AnMinicTpaTtop O6e3meku Mepex 1 cuctem, 2139.2

2. daxisens chepu 3axucTy iHGopmarrii, 2139.2

3. @axiBeup 3 mNUTaHb Oe3neku (1HGOpMALIHHO-KOMYHIKAIIITHI
TeXHOJIOr1), 2139.2

4. Konctpyktop cucrem kibepoesmneku, 2132.2

5. @axiBelb 3 NIATPUMKH IHPPACTPYKTYpH Kidep3axucry, 2139.2

6. daxiBellb 3 pearyBaHHs Ha 1HIMUJIEHTH K10epOe3neku, 2139.2

7. ®@axiBenp 3 kpunrorpadpiyHoro 3axucty iHpopmarii, 2139.2

8. daxiBelb 3 TEXHIYHOTO 3axucTy iHpopmartii, 2139.2

9. ®axiBenp 3 TECTYBAHHS CUCTEM 3aXUCTy 1HpopMmarii, 2139.2

10. Ayautop iHopMamiiftHIX TeXHOJIOTIH (3 KibepOe3nekn), 2139.2
11. daxiBerp 3 OIIHKHK 3aX0/iB 3aXUCTy iHpopMarii (kibepOe3nekn),
2139.2

Oco0auBocTi
Cranpapry
BHIIIOI OCBIiTH,
noB’si3aHi 3
HasIBHICTIO
IIpodeciiinoro
CTAHJAPTY

VY cranmapTi BHIOI OCBITH BpaxoBaHI OCHOBHI Il mpodeciiHol
TSTBHOCTI BIAMOBIAHO JO HAsABHUX NPOQECiHHUX CTaHIapTIB
(Momatok 4)




6. MaTpuust BIANOBIAHOCTI NPOrPaMHMX KOMIIETEHTHOCTEH KOMIIOHEHTAM OCBITHbO-NIpo(eciiiHOI mporpamMu
«Ki0epoOe3nexa Ta 3axuct iHgopmanii»

InT. 3aranbHi KOMIETEHTHOCTI CrnenianbHi (paxosi, npeagMeTHi) KOMIIETEHTHOCTI
xoviL] 3K1|3K2 |3K3 |3K4|3KS5|3K6|3K7|3K8 |3K9 3K10JJCK1/CK2|CK3|CK4|CKS5|CK6| CK7|CK8|CKY|CK10/CKI11|CKI12|CKI3|CK14

n
n
n
n
n
n
n
n
n
"
"
"
"
"
"
"
n
n
n
n
n
n
n
n
n
n
n
T
T
T
T
T
T
T




7. Matpuus Bignosignocti [IPH komnonenTam ocBiTHbO-nipogeciiinoi nporpamu «KidepOe3neka ta 3axuct ingopmamii»

PH 1

PH 2

PH 3

PH 4

PHS

PH 6

PH7

PH 8
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PH11

PH12

PH13

PH14

PH15

PH16

PH17

PH18

PH19

PH20

PH21

PH22

PH23

PH24,

PH25

PH26

PH27
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