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2. AHOTANLSl TUCHUILIIHA

Kypc «be3neka 0aHKIBCBKHX CHUCTEM» MPHU3HAUYEHUH Ui PO3B'S3aHHS TEOPETUYHMX Ta MPAKTUYHHUX 3aBJaHb 3 O3HAWOMIICHHS W JOCHIHKEHHS
0co0MMBOCTEN KiOep3axuCTy MPOTrpaMHOro i amapaTHOro 3a0e3ledYeHHs B Cy4yaCHUX Mepekax (PIHAHCOBHUX YCTaHOB. BUBYEHHS Kypcy HOKJIMKaHO
MIOCTaBUTH CTYJIEHTA B CUTYAIlll0 CXOXXY 3 BUPOOHHMYOIO, KOJM MOTPIOHO HANAroAWTH i MiATpUMYBAaTH OOYMCIIOBAIbHI MEPEXi, a TAKOXK CepepoBHILE iX
(YHKIIIOHYBaHHS B paMKax MiApo3aLTy, OaHKy, miampueMctBa. JlekiiitHi Ta abopaTopHi poOOTH 3HAHOMIIATH CTYACHTa HE TUIBKU 13 MPaBUILHUMHU
CLIEHapisIMM pO3B'SI3Ky TOro abo 1HIIOrO 3aBJaHHs, aje W JO3BOJISIOTH MOOAYMTH OCHOBHI O3HAKM M CHMOTOMH BPa3JIMBOCTEH MOMIJIMBOTO HEKOPEKTHOTO
HaJIaroJKEHHs MOJITUKU O0€3MeKH, MEPEXKEBOI0 YCTaTKYBaHHS i POrpaMHOro 3a0e3neueHHs B pe3yibTari TUX a00 1HIIUX PO3MOBCIO/IKEHUX MTOMUIIOK.

3. Mera i 3aBAaHHA AUCHMUILTIHA

Metoro BukjIagaHHs aucuumiIinm «be3neka O0aHKIBCHKUX cHUCTEM» € (OpPMYBaHHS y 3/100yBadiB BHILOI OCBITU IPYHTOBHUX TEOPETUYHMX 3HAHb,
NPAaKTUYHUX YMIHb Ta HABUYOK B 00JIACTI 3aXMCTy OAHKIBCHKUX 1H(POPMAIIHUX pecypciB, CUCTEMaMU i METOAaMU BU3HAYEHHSI 3aXUIICHOCTI MPOTrPaMHUX
MIPOJYKTIB B aBTOMAaTU30BaHNUX 0aHKIBCHKUX CHCTEMaX.

OCHOBHUMH 3aBAAHHSAIMH BHMBUYECHHS TUCLUIUTIHU € (POPMYBaHHS 37aTHOCTI 3aCTOCOBYBATH 3aKOHO/JABYY Ta HOPMAaTHBHO-IIPABOBY 0a3y, a TaKOX
Jiep’KaBHI Ta MI)KHApPOHI BUMOTH, MPAKTUKH 1 CTAaHAAPTH 3 METOIO 3/11iCHEHHS PO eciiHOT ISTBHOCTI.
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4. Pe3ybTaTH HABYAHHS

VY pe3ynbTaTi BUBYCHHS AUCUUILTIHU 37/00yBa4 BUIIOI OCBITH Oyie BMITH:

— JIIATH Ha OCHOBI 3aKOHOJIaBUOi Ta HOPMATHUBHO-TIPABOBOi 0a3u YKpaiHU Ta BUMOT BIAMOBIIHMX CTAHIAPTIB, Y TOMY YHCII MIXHApPOJHUX B rajys3i
iH(popMaliiiHOT Ta /abo Kibepbe3neky;

— pO3pOOIATH MOJIEINI 3arp0O3 Ta MOPYIIHUKA;

— BUpINIYBAaTH 3aBJIAHHS 3aXHCTy Mporpam Ta iHpopmamii, mo o0poOnseTscss B iH(OPMAIIITHO-TENIEKOMYHIKAIIIHHUX CUCTeMaxX MpPOTrPaMHO-
amapaTHUMU 3ac00aMu Ta J1aBaTH OLIIHKY Pe3yJbTaTUBHOCTI IKOCTI IPUUHITHX PIIIICHb;

— pealli3oByBaTH KOMIUICKCHI CHCTEMH 3axUCTy iH(opmarii B aBromaTu3oBaHux cucreMax (AC) opranizaimii (miampueMcTBa) BIAMOBIIHO O BUMOT
HOPMaTHUBHO-TIPABOBUX JIOKYMCHTIB;

— 3M1HCHIOBATH OIIHIOBAaHHS MOXJIMBOCTI peaii3allii MOTeHUiHHUX 3arpo3 iHdopmarii, mo oOpobiseTbes B iHPOPMaLiIHHO-TEIEKOMYHIKAIHHIX
cucTeMax Ta e()eKTHBHOCTI BUKOPHCTaHHSA KOMIUIEKCIB 3ac00iB 3aXMCTY B YMOBAX pealiizallii 3arpo3 pi3HUX KJaciB;

— 31CHIOBATH OI[IHIOBAaHHS MO>KJIMBOCTI HECAHKIIIOHOBAHOTO JIOCTYITY /IO €IeMEHTIB iH(pOpMaIifHO-TEIEKOMYHIKAI[IHHUX CUCTEM.

5. O0cHar AuCuUIIiHA

O3Haka TMCUMILTIHA

KinpkicTh KpenuTiB / TOauH 4/120
HopwmaruBaa / BuOipkoBa BHOIpKOBa
Bu niicyMKoBOro KOHTPOITIO 3alIiK

6. MoaiTuka AUCHUILIIHT
AxkajiemMiuHa J0OPOYECHICTD:
OuikyeTbes, 0 CTYIEHTH Oy1yTh TOTPUMYBATHCS MPUHIMIIB aKaJeMiqHOT JOOPOUECHOCTI, YCBIOMIIIOBAaTH HACTIIKY ii mopymieHHs. JleTanbHime 3a
nocunanssM URL : http://www.kntu.kr.ua/doc/dobro.pdf

BiaBinyBaHHA 3aHATE

BinBinyBaHHS 3aHATH € BAKIMBOIO CKJIAI0OBOIO HaBuaHHs. OUiKy€eThCs, 110 BC1 CTYICHTH BiJBIAIOTH JIEKIIi1 1 Ta00paTOpHi 3aHATTS KypCy.
[TpomyiieHi 3aHATTS NOBUHHI OyTH BiNpalbOBaH1 HE Mi3HIIIE, HIXK 3a THXKIEHb /10 3a11KOBOI cecii.

[HoBexinka Ha 3aHATTIX

HeponmycTumicThb: 3ami3HEHb Ha 3aHSTTS, CIIUCYBAaHHS Ta IUIariaT, HECBOE€YACHE BUKOHAHHS MTOCTABJICHOTO 3aB/IaHHS.



http://www.kntu.kr.ua/doc/dobro.pdf

[Ipu opranizamii ocBiTHROro nporecy B LleHTparbHOyKpaiHCbKOMY HalllOHAIBHOMY TEXHIYHOMY YHIBEPCUTETI CTYACHTH, BUKJIagadi Ta aMiHICTpallis
JiI0Th BiAMOBIMHO 10: [looXeHHs Tpo opraHi3allifo OCBITHBOTO mporiecy; [lomokeHHs Mpo OpraHi3ailil0 BUBYCHHS HABUAJIbHUX TUCIUIUIIH BUIBHOTO
BuOOpY; IlonoxkenHs mpo pyOiKHUI KOHTPOJIb YCHIIIHOCTI 1 ceciiiny aTtecranito cryaeHTiB LIHTY, Konekcy akagemiunoi goopouecnocti LIHTY.

7. lIporpamMa HaBYAJIbHOI JUCHHUILIIHH

Tema 1. OcHOBHI NOHATTS KiOepOe3nekn OaHKIBChKUX YCTaHOB

Cytb, MeTa, 3aB1aHHs iHPOpMaLiiHOT Oe3nekn 0aHKIBCHKUX yYCTaHOB.

[ndopmariitna Oe3neka aBTOMaTU30BaHUX CUCTEM 00poOKu iHPOopMaIllii OaHKYy.

Tema 2. baHKiBCbKa TAEMHUIIS Ta 3aXUCT MEPCOHATBLHUX JTAHUX.

3axucT 6aHKIBCHKOT TAEMHHUIII B TPABOBOMY OJII.

[TouATTS KOHDIAEHIIHHOCTI TEPCOHATBHUX JaHUX.

Tema 3. HopmaTuBHO-IPaBOB1 aKTH 3 MUTAaHb O0€3MEKH B OaHKIBCHKIiH cdepi

[TonoxeHHs mpo 3axucT iHdopMaIlii eNeKTPOHHUX 0aHKIBChKUX JOKYMEHTIB 3 BUKOPHCTaHHAM 3aco0iB 3axucty indopmarii HamionansHoro 6anky Ykpainu
Tema 4. 3arposu kibepOe3reri 6aHKIBCbKUX 1HHOPMAIIHHUX CUCTEM

3arpo3u iHpopmaniitHoi 6e3mekn 6aHkiBChKoi ycraHoBH. Kitacudikartis 3arpos.

Tema 5. Puzukn kidep6e3nexkn 6aHKiBCHbKHUX YCTAHOB

Bpasnusicts cuctem Oe3nexn 6aHKiBCbKOI ycTaHOBU. Kitacudikarisi Bpa3aIHMBOCTEH.

VYnpasiiHHA pu3ukamMu iHpopManiiHoi 6e3nexu OaHKiB

Tema 6. IIoHATTS MOJTITHKH Oe3MeKH DAHKIBCLKHX YCTAHOB

ITonituka iHdopMarliiiHOi Oe3mneku OaHKy.

Peanizanis nonituku iHopMaliiHo1 Oe3neku OaHKy.

Tema 7. Texniunuii 3axuct iHpopmalii B 6aHKIBCbKUX cCHcTeMax. 3aXUCT MIATIKHOI 1HPPaCTPpyKTypH Ta OaAHKOMATIB.
AmnapatHi Ta IporpamHi 3aco0u 3aXHCTY.

MepexeBuii Ta CHCTEMHHM 3aXHUCT.

Tema 8. Kpunrorpadiuamii 3axuct iHpopmaiiii B 6aHKIBCbKUX CUCTEMAX

HIndpyBanHs, eneKTPOHHUNA HUPPOBUI MIANKC, YIPABIIHHS KIIOYaMU.

Tema 9. 3axucT IIATIKHUX CUCTEM 1 €JICKTPOHHUX OaHKIBCHKUX CEPBICIB

OCHOBHI 3arpo3H IUIaTI’KHUM CHCTeMaM 1 e-0aHKIHTY. AyTeHTH}IKaIis Ta aBTOpHU3allisi KOPUCTYBadiB.
Tema 10. MoHITOpUHT, ayIUT Ta pearyBaHHs Ha IHIMIEHTHU KiOepOe3neku

Kypuanu nmoziit, SIEM, SOC, nnan pearyBaHHs Ha iHITUICHTH.



8. Cucrema OIiHIOBAHHA Ta BUMOTH

Buu KOHTPOJIIO: IOTOYHUH, ITiICYMKOBHIA.

MeToau KOHTPOJIIO: CIIOCTEPEIKEHHS 32 HABYAIBHOIO JISUTBHICTIO, YCHE ONMMUTYBAHHS, TMChbMOBUN KOHTPOJIb, TECTOBUH KOHTPOJIb.

®opma miICYMKOBOT0 KOHTPOJIIO: 3aJTiK.

[ToTouHMiT KOHTPOJIb TIEpendavyae OIiHIOBAHHS KOXHOI JabopaTopHOi po6oTH. OCHOBHUMH KPUTEPISIMU € MPABWIbHICTh BUKOHAHHS 3aBJIaHHSI, SKICTh

3axXHCTy pPOOOTH Ta JOTPUMAHHS BCTAHOBICHMX TEpPMiHIB. Y MpoIeci OIHIOBAHHS BPAaxXxOBYETHbCS DPIBEHb PO3YMIHHS TEOPETHYHOTO MaTepianxy Ta
copMOBaHICTh IPAKTHYHUX HABUYOK.

[TincymMKOBHIA KOHTPOJIb 3IHCHIOETHCS Yy (OpMI 3alTiKy, SIKUI OLIHIOE CTYIiHb 3aCBOEHHS TEOPETHUHUX IMOJIOKEHb AUCIUILTIHYU Ta 3/1aTHICTh CTYACHTA

3aCTOCOBYBAaTH OTPHMMaHI 3HaHHS Ha npakTuill. OmHAK, B IPOIeCi BUBYEHHS NUCIMILIIHKA TIepe0auyeH0 BUKOHAHHS KOMIUIEKCY POOIT MiJ Yac JICKI[IHHUX Ta
nabopaTOpPHUX 3aHATh, & TAKOXK 1HIUBIMyaTbHUX 3aBJaHb. Y 3B 53Ky 3 MM 3100yBayaM BHUIOI OCBITH MOKe OyTH BHCTaBlieHa OIliHKa moHaa 60 6aniB 6e3
000B’SI3KOBOT0 BUKOHAHHS IT1ICYMKOBOI 3aJ1iIKOBOT pOOOTH.
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0.
. HI T312.1-001-2001 CtBOpeHHSs KOMILJIEKCIB TEXHIYHOTO 3aXUCTy iHpopMarii. ATecTalist KoMIuiekciB. OCHOBHI MOJOXKEHHS.
12.

9. PekomeH10BaHa JiTepaTypa

basoBa
VYcik [1.C., bypaBuenko K. O. be3neka 6ankiBcrkux cucreM. Hapuanbauii mociouuk — Kponusuunpkuii: [THTY, 2022. — 194 c.
VYcik I1.C., Cmiprosa T.B., bypasuenko K. O., CmiproB O.A., YaiueB O.C., CmipHoB C. A., «JloCTiKEHHS TEXHOJOTIH 3a0e3MeYeHHs KiOepOe3neku
0aHKIBCbKMX CUCTEM 3 BUKOPHCTAHHIM IUTYYHOTO iHTeNneKkTy» KibepOesneka: ocBiTa, Hayka, TexHika. Tom 1 Ne 29. C. 704-716. 2025. Pexxum noctyny:
https.//www.csecurity.kubg.edu.ua/index.php/journal/article/view/930
3akoH Ykpainu “IIpo 3axuct iHpopmalii B iHpopMaliiiHO-TeleKoMyHIKaliitHuxX cuctemax’” (1994);
3akoH Ykpainu “IIpo 3axuct nepcoHanbHux nanux’ (2010)
CTPATEI'TA nauionansHoi 6e3nexu Ykpainu (3aTBepakeHa Ykazom [Ipesunenta Ykpainu Bij 26 tpaBas 2015 poky Ne 287/2015)
3axoH Ykpainu “llpo HanionansHy 0e3nexy (2018)
Crpareris kibep6e3neku Ykpainu” (Beeaeno B aito Yka3om Ilpesnnenrta Ykpainu Big 15 0epesns 2016 poxy Ne96/2016)
[TonoxxeHHs Mpo TeXHIYHUH 3axucT 1H(popMallli B YKpaiHi, 3aTBepkeHe Yka3om [Ipesunenta Ykpainu Big 27.09.99 Ne 1229;
JCTY 3396 0-96 3axuct inpopmaii. TexHiunui 3axuct iHdopmarlii. OCHOBHI NOJOXKEHHS;
JACTY 3396 1-96 3axuct indopmanii. Texniunuit 3axuct iHpopmaii. [Topsnok npoBeaeHHs poOiT;

HJT T3I 1.1-003-99: Tepminosnoris B o0nacTi 3axucTy iHPOpMaIlii B KOMIT IOTEPHUX CHCTeMax BiJ HecaHkmioHoBaHoro goctymy. HJ] T3I 2.5-004-99:
Kpurepii ouinku 3axuiieHocTi iHGopMarllii y KOMIT'IOTEpHUX CHCTEMax BiJl HECAHKI[IOHOBaHOTO jaoctymy. 3arBepkeHo HakazoM JJCTC3I CBY Ne 22
Bix 28.04.1999. JICTC3I CBY, K: 1999. — 34c.

HJT T3I 1.1-002-99. 3aranbHi NOJ0KEHHS 11010 3aXUCTY 1H(OpMaIlii B KOMIT'IOTEPHUX CUCTEMaX BiJl HECAHKI[IOHOBAHOT'O JIOCTYILY.

HJI T31 1.1-003-99. Tepminoorist B 001acTi 3axucTy iHGopMaIlii B KOMIT'IOTEPHUX CHCTEMaX BiJl HECAHKI[IOHOBAHOTO JTOCTYITY.

HJT T3I 1.1-005-07 3axuct indopmarii Ha 00’ ekTax iHPopmauiiHOi AisabHOCTI. CTBOPEHHSI KOMIUIEKCY TEXHIYHOro 3axucTy iHdopmauii. OcHOBHI
MOJIOXKEHHS.
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HJT T3I 1.4-001-00. TunoBe noioxeHHs Mpo CiIyk0y 3axucTy iHdopMaIllii B aBTOMaTH30BaHiii CUCTEM.

AxpamoBud B.M. [ndopmarriiina 6e3neka: HaBd. oci6. K.:JIIT «[apopm.-anamit. AreHcTBo», 2009.-276¢.

A.M. I'pebentok, JI.B. Pubanpuenko. OcHoBU ympaBiiHHs iHpopMariiiHoo 6e3nexoro: HaBy. Iloci6. [uinpo: J[Hinpom. aepk. yH T BHYTpill. CHpas,
2020. — 144 c.

I'onoBane CM., BactokoB 1.B., laBunenko A.M., Xopomko B.O., llep6ak JI.M. OcHoBu opranizaiii e1eKTpOHHOTO JOoKyMeHToooiry: ¥V 2 1./ — K.:
JAVYIKT, 2008. —T. 1.-230c., T. 2. — 233 c.

Iony6enko O.JI., Xopomko B.O., IlerpoB O.C., I'onoBans C.M. Koudinenmiitne mimoBomactBo. IIpaktukym: HaBu. Iloci6. — Jlyrancek: CHY im.
B.ans, 2010. — 180 c.

Homapes B.B., CxBoproB C.O. Opranizaiist 3axucty iHpopmarii Ha 00’ €KTax Iep>kaBHOI Ta MiINPHEMHHUIILKOI JisUTbHOCTI. HaBuanbHuit TOCIOHUK. —
K.: Bua-Bo €Bporn. YH-1y, 2006. — 102 c.

Jlonmomixkna
VYceixk II.C., CwmipnoBa T.B., bypmak lO.A., VYmiues O.C., Jopencekuii O.Il., «Crilika ¢yHKumis mmdpyBaHHS YAOCKOHAJICHOTO MOJYJIS
KkpunrtorpadiuHoro 3axucty iHpopmMmarii B iHpopmamiiiHO-KOMyHiKaliiiHX cucteMax» KibepOesmeka: ocBita, Hayka, TexHika. Ne 1(13). C. 183-201.
2021. Pexxum nmoctymy: https://csecurity.kubg.edu.ua/index.php/journal/article/view/346 (daxose Bumanus. Kareropis «b»)
borymr B.M., FOnin O.K. Indopmaniiina 6e3neka aepxasu. Hapuansauii mocionuk. —K.: "MK-IIpec", 2005. — 432 c.
Bonnapenko M. @. Buznadenns ta oOrpyHTYBaHHs CyTi nodiTuku iHpopmarniiiHoi 6e3nexu / M. @. bonmapenko, O. B. Ilotiii, 0. I. 'opGenko Ta iH.//
Pammorexnuka. — 2003. — Ne 134. — C. 9-25.
JHomapes B. B. O0rpyHTYyBaHHSI OCHOBHUX (PYHKIIIH crcTeMH yrpaBiiHHs iH(popMaliliHoro 6e3nekoro / B. B. Jlomapes, J1. B. Jlomapes, C. b I'opaienko.
// Bicauk Jlep>kaBHOTO yHiBepcUTETY iH(popMaiiifHO-KoMyHIiKatiitHuX TexHonorii. — 2012, — T. 10, Ne 2. — C. 102-104.
Homapes B.B., lIens B.A., IllectakoBa B.B. Opranizauniiine 3a0e3nedeHHs 3axucty iHpopmarii 3 oOMexxeHuM noctynoMm. HaBuanpHuid OCIOHUK. —
K.: HAY, 2006. — 108 c.
3y6ok M. I. be3neka 6aHKIBChKOT AisIbHOCTI: HaBY. nocioHuk / 3yook . . — K. : KHEVY, 2002. — 190 c.
Kobo3eBa A.A., Mauanin 1.O., Xopomko B.O. Anani3 3axumenocti iHpopmauiitaux cucrem. [ligpyunuk.-K. IVIKT, 2010. - 316 c.
Jlyxenpkuii B.A. 3axuct nepcoHanbHux Aanux. HaBuansauil nocionuk./ Jlyxxeupkuit B.A., Boiitrouu O.I1., [lynateeB A.B — Binnunga: BHTY, 2009. —
487 c.
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c.
CamoxsanoB F0.41., TemuikoB B.O., Xopomko B.O. OpranizamiitHo-TexHiuyHe 3a0e3neueHHs 3axucty iHdopmarii / 3a pexa. mpod. B.O.Xopomka — K.:
Bunasannreo HAY, 2002. — 208c.
Xopomko B.O, Yepenunuenko B.C., lllenect M.€. Ocnou iHpopmariitHoi 6e3neku : K.: JIYIKT, 2008. — 186 c.
KOnin O. K. 3axucrt indopmarii B Mepexkax nepenadi nanux: miapyd. / I'. @. Konaxosuy, O. I'. Kopuenko, O. K. FOxain. — K.: Bun-so TOB HBII
«ITEPCEPBIC», 2009. — 714 c.
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MetoauyHe 3a0e3ne4eHHs
. II. C. Ycik, C. II. €scees, K. O. BypaBuenko be3neka 6ankiBcbkux cucteM / MeToan4HI BKa3iBKM O BUKOHAHHS Ja00OpaTOPHUX POOIT AJIs CTYACHTIB
neHHo1 ¢hopMH HaBYaHHS 3a crienianbHicTIo «KibepOesneka» — Kpormupaunpkuii: [IHTY — 2022, — 39 c.
. II. C. VYcik, C. I1I. €scees, K. O. BypaBuenko be3neka 6ankiBcbkux cucteM / MeToan4Hi BKa3iBKM O BUKOHAHHS Ja00OpaTOpPHUX POOIT AJIs CTYACHTIB
3a04HOT hopMH HaBYAHHS 3a crnenianbHicTIo «Kibepoesneka» — Kponupauipkmii: [IHTY — 2022, — 39 c.
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