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1. 3araabHa ingopmanis

HasBa mucruruiiau MenemxmeHT iHbOopMaIiiiHo1 6e3neKn
Buxnamau Jlucenko Ipuna AnaroniiBHa, KaHIUAAT TEXHIYHUX HayK, CTapIIMKM BHKJIanad Kadeapu KiOepOe3lmeKu Ta MporpamMHoOro
3a0e3neueHHs

http://kbpz.kntu.kr.ua/lysenko-irina/

https://scholar.google.com.ua/citations?user=b5TXV7EAAAAJ&h|=ru&authuser=2
https://orcid.org/0000-0003-4394-4960

Konraktauit Tenedon cimyx60Bwii: (0522)390-449 — poboui ani 3 80 no 14%°

Mo6GinbHi Tenedonu / Viber / Telegram nagano y onuci kypey «CremianbHi po3iji MaTeMaTUKU s KibepOe3nekn» Ha
cepsepi aucraniiitnoi ocsitu ITHTY. — URL: http://moodle.kntu.kr.ua/course/view.php?id=650

E-mail: lisenkoia@kntu.kr.ua

Koncynpramii OuyHi KoHcybmayii 3r1IHO 10 3aTBEPHKEHOT0 PO3KIIay KOHCYIbTAIliH.

Onnaiin xoncyromayii 3aco0amMu eeKTpOHHOT nomTH, MecceHkepiB (Facebook-

Messenger / Viber / Telegram) y po6oui nHi

2. AHoOTALif 10 AMCIUILTIHA

Jucuuminina «MeHepKMeHT iHpopMalliiiHoi 0e3neki» HaleKUTh 10 BUOIPKOBUX HABYAILHUX JAMCUUILIIH 3a0€3MeYeHHs] HaBUYaIbHOTO MPOIIeCy
3a OCBITHIM cTyrneHeM «bakamaBp».

JaHuit Kypc 3HaHOMUTH CTYJEHTIB 13 OCHOBHUMM MUTAHHSMHU MEHEKMEHTY iH(popMalliiiHoi Oe3neKku, 30KpeMa BIPOBAKEHHSM MOJITUKU
iHdopmMartiitHoi 0e3neku; opranizaiii iHGopMaIliiitHoi O6e3neku, ii BHYTPINIHBOI OpraHi3allii, MOJITHKY 100 MOOUTEHOTO OOJIaIHAaHHS Ta BiAAaleHOT
pobotu; 3axomamu yrpaBmiHHs pecypcamu CVYIb: BimnmosimameHocTi 3a pecypcu CVYIb, knmacudikanii iHpopmarii Ta MOBOIXKEHHS 3 HOCISIMU;
KpunTorpadiuHux 3aco0iB 3aXUCTY, NOJITUKOIO BUKOPUCTAHHS KpUNTOrpadiuHux 3aco0iB; 3axoaaMu (Ppi3ndHOi Oe3neku Ta 6e3neku iHPpacTpyKTypu:
30HU Oe3mneKu, o0nagHaHHs; 3aco0amMu 3a0e3neueHHs Oe3MeKH eKCIuTyaTallii, 30kpemMa O6e3nedHi mporeypHt eKCIuTyartalii Ta BiANmOoBIJalbHOCTI, 3aXUCTy
BiJl 3JIOBMHUCHOTO KOJy, pE€3€pBHE KOIIIOBAaHHS, BEJICHHS JKYpHAJIB ayJUTy Ta MOHITOPHHI, YIPAaBIiHHSA TEXHIYHOIO BPA3JIMBICTIO, PO3IJISLA ayAUTY
iHpopMamiifHuX cucteM; 3acobaMu 3abe3neyeHHs Oe3NeKH eKCIulyarallii; 3acobamu 3abe3rneyeHHs Oe3NeKH KOMYHiKallii; 3acobaMu 3abe3nedeHHs
BUMOT IIOJI0 BIJHOCHH 3 TMOCTadaJIbHUKaMH: 1H(GoOpMarliiiHa Oe3leKka y B3a€MOBIIHOCHHAX 3 IMOCTAYIbHUKAMH, YIPABIIHHS HAJaHHSAM TMOCTYT
MOCTavyaIbHUKOM.

Merta i 3aBJaHHA IMCLHUILTIHA

Merta: Mertoro BuBYeHHS Kypcy «MeHemKMeHT iHpopManiiiHoi Oe3nekn» € GopMyBaHHS KOMIUIEKCY 3HaHb IIOJAO OCHOB MEHEIKMEHTY
iHpopManiiiHoi Oe3nexy, HaOyTTsS CTYIEHTOM TEOPEeTHYHUX 3HAHb Ta MPAKTMYHMX HABUYOK INOJO YNPABIIHHA 1HPOpMaLiHHOIO Oe3NeKor B
1H(OopMaLIHHO-TeEKOMYHIKAIITHUX (aBTOMaTU30BaHUX) CUCTEMaXx JJIsl peaii3allli BCTaHOBJIEHOT MOMITUKU O€3MeKH.

OCHOBHUMH 3aBJAHHSIMM BHBUCHHS TUCIUIUTIHU € (POPMYBAHHS HACTYITHUX KOMIIETEHIII:

3/1aTHICTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHHUX CUTYAIISIX.
BMiHHS BUSIBIIITH, CTAaBUTH Ta BUPIIIYBAaTH MPoOIeMH 3a MpodeciitHuM CrpsMyBaHHSIM.
3MaTHICTh 3aCTOCOBYBAaTH 3aKOHOJaBYy Ta HOPMATHBHO-TIPABOBY 0a3y, a TaKOX Jep)KaBHI Ta MDKHApOJIHI BUMOTH, MPAKTUKH 1 CTAHIAAPTU 3 METOIO


http://kbpz.kntu.kr.ua/lysenko-irina/
https://scholar.google.com.ua/citations?user=b5TXV7EAAAAJ&hl=ru&authuser=2
https://orcid.org/0000-0003-4394-4960
http://moodle.kntu.kr.ua/course/view.php?id=650
mailto:lisenkoia@kntu.kr.ua

3aiiicHeHHs TTpodeciitHOT MisUTBHOCTI.

3aTHICTh BIIPOBA/KYBATH Ta 3a0e3neuyBaTu (yHKIIOHYBAaHHS KOMIUIEKCHUX CUCTEM 3aXHCTy iH(popMarii (KOMITIEKCH HOPMaTHBHO- IIPABOBHX,
OpraHizamifHuX Ta TEXHIYHUX 3aC00iB 1 METO/IIB, MPOIEAYP, MPAKTHIHUX MTPUHOMIB Ta 1H.)

31aTHICTD 31MCHIOBATH MPOLIEAYPH YIIPABIIIHHS IHIUICHTAMH, TPOBOIUTH PO3CIIiTyBaHHs, HAJIABATH M OILIHKY.

4. @opMaTt IMCUMILTIHA

Jns nenHoi popMy HaBYAHHS:
Buxmaganus xypcy nependadae aisi 3aCBOEHHS JUCIHMIUTIHU TPAAUININHI JEKIIHHI 3aHATTS 13 3aCTOCYBAaHHSIM CIIEKTPOHHUX IMPE3CHTAIIIH,
MOEHYIOYH 13 JTA0OPATOPHUMU 3aHSTTAMH.
dopmar ounuii (0ffline / Face to face)

Jns 3a04uHOi hopmu
ITix gac cecii popmar ounuii (Face to face), y mixkceciitauii nepiox — aucranuiiauii(online).

5. Pe3yabTaTH HAaBYAHHS

IIporpamui pe3y/1bTaTH BUBUCHHS JUCLHUILTIHHU:

KpuTtryHo ocMHCITIOBaTH OCHOBHI TE€Opii, MPUHLIMWIIN, METOM 1 HOHATTS Y HaBYaHHI Ta NpodeciiiHiil AiIbHOCTI;

JlisiTi Ha OCHOBI1 3aKOHO/ABYOI Ta HOPMATUBHO-TIPABOBO1 0a3u YKpaiHM Ta BUMOT BIAMOBIAHUX CTAHIAPTIB, y TOMY YHMCI1 MDKHAPOJIHHUX B Tary3i
iH(popMariifHoi Ta KibepOesneku;

['oTyBaTy mpomno3uii 10 HOpMaTUBHUX aKTIiB L1010 3a0e3neueHHs iHpopMalliiiHoi Ta KidepOe3neKy;

[TpuiimMaT yyacTh y po3poOli Ta BIPOBa/PKEHHI crparerii iHpopMamiiHoi Oe3nekn Ta kibepOesneku BIANOBIAHO 0 Il 1 3aBJaHb opraHizarlii

3acToCcOBYBAaTH HAIlOHAJbHI Ta MDKHApPOJAHI PEryioroul akTu B cdepi iHpopmaiiiiHoi O6e3nekn Ta abo kibepOe3neku JUisl po3CililyBaHHs
1HI[AIEHTIB.



6. O0cAr JTUCHUILTIHA

O3Haka TUCHUILTIHM, BUJ 3aHATTS KinbkicTh roqun
KinbkicTh KpeauTiB/roquH 4/120
KinbKicTh 3MICTOBUX MOIYJIIB 2
HopwmaruBna/BubipkoBa BHUOIpKOBa
By miicyMKOBOTO KOHTPOITIO: 3aJIiK -

7. TexniuHe il mporpaMmHe 3a0e3ne4eHHs1/001aJHAHHS

JIekmiifHi 3aHATTS MPOBOAATHCSA B AyAUTOPIAX OONaTHAHMX MYJIbTHMEIIHUM MPOEKTOpoM. [IpakTudHi poOOTH BHKOHYIOTHCSA Y ayIUTOPIsX
kadenpu kibepOe3rmeKu Ta MporpaMHOTo 3a0e3eueH s, 00IaIHAHUX BiIIOBIIHAM allapaTHAM Ta IporpaMHuM 3ade3nedeHusM (ayx 501, 507, 508, 517).
OCKiTbKM TIPU BUBYEHHI JTUCHUILUTIHM BUKOPHCTOBYIOTHCS 1H(OpPMAIliiiHI TEXHOJIOT1i HaBYaHHS, CUCTeMa AMCTaHLiiHOT ocBiTH Moodle, 6axano matu
KOMIT IOTEPHY TEXHIKY (3 BUXOJOM Y INI00abHy MEpeXy) /Uil BUKOHAHHS TECTOBHX 3aBJIaHb B CHCTEMI JMCTAHIIITHOI OCBITH Ta MiATOTOBKH (IPYKY)
pedepatiB 1 caMOCTIHHHUX POOIT.



IIporpamue 3a6e3ne4eHHst

Biabne

113 uu ui

MarepiajabHo-
TeXHiuHe 3a0e3neYeHH

GoogleChrome
https://play.google.com/store/apps/details?id=com.android.chrome&hl=uk&gl=U

BLIIbHE

Jlekiiiai 3aHATTS
npoBojAThest  y  aya. 500
00J1aTHAHOI MYJIbTUMEIIHHUM
npoexkropoM Epson EB-X41.

JlaGopatopni  pobGoTtu
BUKOHYIOTBCSL Y J1a00paTopisx
kapenapu  kibepOesmekn  Ta
MporpaMHOro  3a0e3IeyueHHs,
(aym 501, 505, 507, 508, 517),
3 BIIKPUTOIO  0€3POTOBOIO
Mepexxero  Wi-Fi,  BiibHUM
JIOCTYNIOM 10 IHTEepHETYy.

8. MoJiTnka JUCHUILTIHA

AxaznemMiudaa 100pPOYECHICTD:

OuikyeTbes, 10 CTYIEHTH OYAYTh TOTPUMYBATHUCS MPUHIIUITIB aKaAeMI4YHOI JOOPOYECHOCTI, YCBIJOMITIOBATH HACIIJIKH il HOPYILIEHHS.

Heranphime 3a mocunanasm URL : http://www.kntu.kr.ua/doc/dobro.pdf

BiasiyBaHHS 3aHITH

BiaBigaHHs 3aHATH € BOXJIMBOIO CKIA0BOIO HaBYaHH. OYIKYEThCS, 110 BC1 CTYACHTH BIJBIIAIOTH JICKIIT 1 MPAKTUYHI 3aHATTS KypCy.
[IpomnyiieHi 3aHATTS MOBUHHI OyTH BiNpalibOBaHi HE Mi3HIIIE, HIK 32 THXKJIEHb J0 3aJI1KOBOI cecli.

IToBemiHka HA 3aHATTIX

HGHOHYCTI/IMiCTBZ 3aIli3HEHb Ha 3aHATTS, CIIMCYBAHHA Ta rmariaT, HECBOE€YACHC BUKOHAHHS ITOCTAaBJICHOI'O 3aBJIaHHAI.

IIpu opranizanii ocBiTHbOro mnpormecy B LleHTpanbHOYKpaiHCHBKOMY HalllOHAJILHOMY TEXHIYHOMY YHIBEpCHTETI CTYJIEHTH, BHKJIaZadi Ta
aZMIHICTpaIlis AiF0Th BiAMoOBigHO A0: IlomoskeHHs mMpo opraHizaiito OCBITHROTO Tporecy; [lomokeHHs Tpo opraHi3aiil0 BHBYEHHS HaBUATBHHX
JTUCIUILIIH BITbHOTO BUOOpPY; [lonokeHHs mpo pyObKHWN KOHTPOJb YCHIMIHOCTI 1 ceciiiHy artectarito ctyneHtiB [IHTY; Konmekcy akamemiunoi

nobpouecuocti [ITHTY.
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9. lIporpama HaBYAJBLHOI AU CHUIIIHI

Tema 1 - IlepexyMoBH i 0CHOBHI HAIPAMKH PO3BUTKY MEHEIKMEHTY B rajy3i inpopmaniiinoi 0e3nexu

Tema 2 - JlisabHiCTh, MIxKHAPOAHUX OpPraHizamii y raaysi inpopmamniiinoi 0e3nexku

Tema 3 - JisnbHicTh cneniaizoBaHuX MizKHAPOHMX opraHizauiii i 00'eqHanb y ramaysi ingopmaniiinoi 6e3nexn
Tema 4 - YnpasJinns ingopmaniiiHo0 0e31eK010 HAa PiBHI BeJIMKUX NOCTAYaJIbHUKIB iIHpOpMaLiliHMX cHCTeM.
Tema 5. Ynpasainus ingopmaniiiHoro 0e3mexo10 Ha 1ep:KaBHOMY PiBHi: 3arajibHi IPMHIMIM | NIPAKTHKA Y KpaiHu
Tema 6. Opranizaniiine 3a0e3nevyenHs iHgopmauniiHoi 0e3nekn Ha Jep:kaBHOMY piBHI: npakTuka CIIA

Tema 7. MeneaxMeHT ingopManiiiHOI Oe31eKH HA PiBHI NIANMPHEMCTBA: OCHOBHI HANIPSIMKH i CTPYKTYPa NOJIITHKH 0e31eKn
Tema 8. Ckiag aeraxizoBaHol MOJITHKHN 0e3neKn

Tema 9. JlemapramenT indopmaniliHoi 6e3nexkHu i podoTa 3 mepcoHaIOM

Tema 10. Oprani3zauisi pearyBanHsi Ha HaJa3BHYaiini cutyauii (IHUMIEHTH)

Tema 11. Ayaur crany indgopmaniiiHoi 0e3nekH Ha NiANPHEMCTBI

Tema 12. IIporpamsi 3acodu, 110 MiATPUMYIOTH YIPaBJIiHHA iHGopMaLiiiHOI0 0e3NeK0I0 Ha MiANPUEMCTBI

Tema 13. Haganus nocayr B cdepi inopmaniiinoi 6e3nexu

Tema 14. Exonomika ingopmaitiiinoi 6e3nexu



10. CucreMa oiHIOBAHHSA TA BUMOTH

MeToau KOHTPOITIO: CIIOCTEPEKESHHS 32 HABUAIBHOIO JISUTBHICTIO CTY/ICHTIB, YCHE ONMHMTYBAaHHS, MMCbMOBUN KOHTPOIIb, TECTOBUW KOHTPOJIb.
dopma miICyMKOBOTO KOHTPOJIIO: 3aJiK.

KoHTposib 3HaHb 1 yMiHb (MIOTOYHHM 1 MiJACYMKOBHI) 3 AUCHMIUIIHK «MeHEHKMEHT 1H(OpMaIiiiHOT Oe3neKk» 3IINCHIOEThCS 3TITHO 3 KPEAUTHOIO
TpaHC(EPHOHAKOMTUYYBAILHOIO CUCTEMOIO OpraHi3allii HaB4aJbHOTO Tporecy. PEHTHHT cTyneHTa i3 3aCBOEHHS QUCHUMILTIHM Bu3HadaeTbes 3a 100-0anbHOIO
IIKAJIOKO.

Kpwurepii ouintoBanHs. EKBiBaJIeHT OLIHKY B Oanax it KOXKHOT OKpEeMOi TeMHU MOXe OyTH pi3HUH, 3arajbHy CyMy OajiB 32 TEMY BU3HAYEHO B HABUAIBHO-
METOANYHIN KapTi. Po3mosin 6amiB MK BUIaMH 3aHATh (JICKIIii, MPAKTUYHI 3aHATTS, CAMOCTIiHAa po00Ta) MOYKIMBUN MIJISTXOM CIUIBHOTO IPHHHATTS PIlICHHS
BUKJIa/Ia4a 1 CTY/ICHTIB Ha IEPUIOMY 3aHSTTI:

[TincymkoBa (3araiibHa OlliHKa) Kypcy HaBYaJIbHOI JUCIUILIIHU € CYMOIO PEHTHHIOBUX OIIIHOK (0aliiB), 0JiepKaHUX 32 OKpeMi OIliHIOBaHi1 (hopMu
HaBYAIBHOT AISUTFHOCTI: TIOTOYHE Ta IMiJCYMKOBE TECTYBAaHHS PIBHS 3aCBOEHOCTI TEOPETHYHOTO MaTepiaily Il Yac ayTUuTOPHHUX 3aHATh Ta CAMOCTIHHOI
poOoTH (MOAYIBHHM KOHTPOJIb); OIliHKA (0aJIn) 32 BUKOHAHHS MPAKTUYHHX 1H/IMBIIyaTbHUX 3aB/aHb. [1i1ICYyMKOBa OlliHKa BUCTAaBIISIETHCA MICJI TIOBHOTO
BUBYCHHS HABYAIBHOI TUCIHILIIHH, SIKa BUBOJUTHCS K CyMa MPOMDKHHX OLIHOK 32 3MiCTOBI MOYII.



11. PexomenaoBaHa JiitepaTrypa

ba3oBa

MeHnemkMeHT iHdGopMaiiiiHOT Oe3neKH | HaBYaIbHUI MOCIOHMK 1S cTyACHTIB crieniainbaocTi 125 "Kibepoesneka" / O.I'. Kopuenko,

M.€. lenecrt, C.B. Kazmipuyk, KO.M. Tkau, €.B. IBanuenko. —Hixxun: @OII JIyk’suenko B.B. TIIK «Opxines», 2019. — 408 c. : i
[TpaBoBi 3acamu iHopmariiinoi 6e3nekn Ykpainu: monorpadis / I1.J[. Binenuyk, JI.B. bopucosa, .M. Heknoncekuii., B.O. Cobuna; 3a
pen. I1./1. binenuyka — Xapkis: 2018. — 289 c. [Enekrponnuii pecypc]. — Pexxum gocrymy: https://cutt.ly/5ugjj6s

3axucT iHpopMaIlii B aBTOMAaTU30BaHUX CHUCTEMaxX YIpaBIiHHA : HaBYalbHUN nociOHuk / Yiknan. I. A. ITinbkeBuy, H. M. JloGanunkoBa, K.
B. Monogeuska. — Xuromup : Bun-o XY im. I. @panka, 2015. — 226 ¢

3yb6ok M.I. Tndopmariiitna 6e3neka B mignpueMuuibKii aisubHocTi / MLI. 3y6ok. — K.: THO3IC, 2015 - 216 c.
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[ndopmartiitii pecypcu

1.  JACTY ISO 15408-1: 2005. Indopmariiini TexHomorii. Metoan 3axucty. Kpurepii oninku st inpopmariitaux texaonorid. Yactuna 1.
Berym 1 3aranbHa MoJenb.

2. JICTVY ISO 15408-2: 2005. Indhopmartiitai Texnomorii. Metoau 3axucty. Kpurepii ominku uis iHpopManiiHux TexHosorii. YactuHa 2.
OyHKIIIOHATHHI BUMOTH O€3MEKH.

3. JCTYVY ISO 15408-3: 2005. Indhopmartiitai Texnomorii. Metoau 3axucty. Kpurepii ominku uis iHpopmaniiHux TexHosorii. Yactuna 3.
Bumoru 1o 3a0e3nedeHHs 3aXucTy.

4,  JICTVY ISO 17799: 2005. Indopmariiiini TexHosorii. Meroau 3axucty. [Ipaktuuni pekomeHaallii 3 ynpasimiHHs iHGopMaIliitHoi 6e3mexu.
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5. Bypsiok, B.JI. [ndopmariiitna Ta kibepOesneka: coriorexHiunuit acnekt : [ligpyunuk [Enextponnuii pecypce] / [B.JI. Bypsyok, B. b.
Tomybko, B. O. Xopomiko, C. B. Tontona], 3ar. pea. a-pa TexH. Hayk, npodecopa B.b. Tony6ka. — K.: JIVT, 2015. — 288 c. — Pexxum noctymy:
http://www.dut.edu.ua/uploads/p_303 _79299367.pdf .

6.  AynuT Ta ynpaBiiHHA IHIHJICHTaMH iHpopMaliifHoi 6e3neku: HaBy. moci0. [ Enexkrponnuit pecypc] / [KopuerkoO.I'., I'natiok C.O.,
Ka3mipuykC.B. Ta in.]. —K.: LlenTp HaBu.-Hayk. Ta HayK.-nip.Buganb HACB Ykpainu, 2014. — 190 c. — Pexxum goctymy:
http://193.178.34.24/bitstream/NAU/38027/1/Audit%26Incident_15042014.pdf.
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